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HISTORY 0? PROJECT 


This report oovera work oarried out 
for the National Defense Researoh Conaittee un¬ 
der Contraot No. OEUsr-435 with the Western 
Eleotrio Company, Ino. by the Bell Telephone 
Laboratories, Ino. 

Early in Ootober, 1940 there was set 
up in the Communications Division of N.D.R.C. 
a subcommittee on Speeoh Seoreoy. This group 
>fas to oonsider both the scrambling and un- 
sorambling of telephone signals. It was soon 
reoognized by then that the decoding problem was 
of prinary importance both as a means for evalu¬ 
ating privaoy systems for possible use by the 
Services and for deooding possible enemy signals. 
Realizing that the ear has very limited capabilities 
for analyzing sora-ibled speeoh Ur. R. K. Potter 
invented the sound speotrograph to provide speech 
patterns which could be interpreted by the eye. 

Sarly in 1941 a rough laboratory model 
of the sound speotrograph became available in Bell 
Telephone Laboratories Ino. Through Dr. 0. 2. 
Buckley, chairman of the Speech Seoreoy 3eotion 
of N.D.R.C. arrangements were made for a demon¬ 
stration of the sound speotrograph to various 
N.D.R.C. representatives including Dr. 7. Bush. 

As a result of the above desoribed 
demonstration and subsequent Committee notion 
Projeot C-32, the forerunner of Projeot C-43,wae 
organized in the fall of 1941 with the immediate 
objootive of producing a sound speotrograph in 
auoh form that it would be useful for diagnosing 
and deooding speeoh scrambling systems. In Pro¬ 
jeot C-32, "Privaoy Craoking", a finished model 
of the sound speotrograph was constructed and 
its application to decoding work was auooeesfully 
demonstrated to representatives of the Army, Navy 
and N.D.R.C. 

Upon the termination of C-32 on Febru¬ 
ary 1, 1942, it was deoided that the work 
initiated under that projeot should be continued. 
Accordingly Projeot C-43, "Continuation of De¬ 
ooding Speeoh Codes", was authorized for one 
year, effective February 2, 1942. The projeot 
anticipated some routine deooding, the production 
of duplicate equipment to be uaed by the Army 
and Navy intelligence servioea and further 
studies of deooding tools and methods. At that 
time the Army and Navy military offioera were 
relying almost entirely upon this projeot to 
furnish the above servioea until they oould be 


provided with suitable equipment and oould ob¬ 
tain trained personnel. Based on the needs of 
the military this projeot was thrioe extended. 

Under the guidance of the Subseotioa 
on Speeoh Seoreoy, Section 13.3 of N.D.R.C., the 
enphasia was plaoed at any given time on what 
was deemed to be most urgent. This is refleoted 
in the subjeot natter of the Preliminary Reports 
vrhioh were issued from time to time and whioh 
form the appendix to this report. In addition 
to the speoifio investigations oovered by these 
Preliminary Reports muoh work was o&rrled on as 
the basis for more general oove^age of the field 
of interoeptlon, diagnosis, deooding and evalua¬ 
tion of speeoh privaoy systems. 

In addition to the general studies 
mentioned above deooding equipment was developed 
and models furnished to the Army and Navy. This 
deooding equipment inoluded (1) two models of 
the sound speotrograph, (2) a variable area pat¬ 
tern machine and (3) equipment for deooding two 
new enemy privaoy systems interoepted by the 
projeot personnel at Point Reyes, California. 

In eaoh oase Army and Navy personnel were in- 
struoted in the operation and maintenance of 
these equipments. 

Intercept- activities of the projeot 
personnel inoluded (1) the study of recording* 
submitted early in the projeot by the Federal 
Connunioations Commission, (2) exploratory work 
at the Bell Telephone Laboratories experimental 
radio receiving station at Holmdel, New Jersey 
and (3) exploratory work and routine interoeptlon 
of radio telephone transmissions at the American 
Telephone and Telegraph Co. radio reoeiving sta¬ 
tion at Point Reyes, California. Reports of the 
results of the above studies and reoordlngs of 
interoepted material were submitted direotly to 
the interested military authorities, 

Lany speeoh privaoy sohemes were sub¬ 
mitted through N.D.R.C. during the oourse of 
this projeot. These were studied and evaluated. 
This work led direotly to the continued improve¬ 
ments of the sound speotrograph and the develop¬ 
ment of supplementary deooding tools and 
teohniques. 

As the Army and Navy beoame able to 
oarry on deooding activities themselves with the 
aid of equipment and information furnished by 



N.D.R.O. as the result of work outlined above* 
the aotivity on this projeot gradually deoreaaed* 

The teohnioal report whioh follows, 
together with the Appendix whioh inoludes all of 


the Preliminary Reports, oovers all phases of 
the work on this projeot and constitutes a re¬ 
ference work for future studies of speeoh pri- 
yaoy systems. 


INTRODUCTION TO TBQHinQAL-REPORT 


This rsport summarises the results of 
about three years 1 experience in diagnosing, de¬ 
coding, and evaluating speeoh privacy systems 
submitted for study on this projeot by the Army, 
Nary and N.D.R.O. Sone of the results of these 
studies hare been described in a series of Pre¬ 
liminary Reports which were issued from time to 
tine to ooTer speoifio studies. A great deal of 
aooumulated experienoe, however, has never been 
reported in this manner. This final report, 
therefore* is intended to nake available iafor- 
cation* both positive and negative* whioh would 
have to be aoou&ulated by another group if they 
were to enbark on a similar projeot. 

The immediate pressure behind these 
studies was oaused* of oourse, by the War. The 
material here recorded should therefore be of 
servioe if a similar energenoy should arise in 
the future. To keep up with the ever-ohangiag 
art of oomnunioation, these studies should be 
oontinued under Government auspioes during peace¬ 
time. 

In oontrast to a rather extensive 
literature on oode and oipher systems, on orypt- 


analyaia and cryptography* whioh apply to tele¬ 
graph types of ooamunioation* very little has 
been written on speech privaoy systems or decod¬ 
ing methods applying to them. Two moderately 
comprehensive artioles have been published. One 
appeared in the Post Office Sngineirs Journal* 
Ootober, 1933. The other appeared in the Brown 
Boveri Review for Deoemher* 1941. The latter 
has been reproduced and dieoussed in Preliminary 
Report No. 5. It oovers e number of basio types 
of sorambling systems* and in addition disoloses 
one that ia new. 

The present report is intended to 
oover 4 rather oompletely speeoh sorambling methods 
in whioh the original eoeeoh is transmitted with 
its parts modified* displaced or interchanged. 
When more detailed teohnioal information is de¬ 
sired, referenoe may be made to the Preliminary 
Reports. These are separately bound and form an 
appendix to this report. All of this material 
should be helpful in the development of prac¬ 
tical* effeotive privaoy systems* and the eval¬ 
uation of the eeourity whioh they afford. 
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Speeoh privaoy systems may be used in 
oonneotion Kith radio telephone systems or Kith 
Kire systems, The unauthorized interception of 
wire communications in wartime, however, is be¬ 
yond the soope of the present report* This 
chapter Kill therefore be oonfined to radio 
interoeption problems and expands the material 
in Prelininary Report Ho. 25. The decoding 
techniques to be described subsequently, of 
oourse, apply to Kire as Kell aa radio oonnunica- 
tions* 

1* Types of Radio Syatens 

Radio telephone syatens range in size 
and complexity fron high poKer point to point 
stations operating orer great distances to the 
Iok power, short range sets oarried by indivi¬ 
dual soldiers. The high poKer syatens are usu¬ 
ally designed to operate betKeen apeoifio points, 
using apeoifio assigned frequencies. They are 
equipped Kith elaborate fixed antennas, Khich 
are usually of the directive type, Privaoy 
equipnent associated with auoh terminals nay be 
aa large and oomplex aa desired to aohieve vir¬ 
tual aeoreoy, A major consideration in suoh 
systems, of oourse, Khich adds to size and com¬ 
plexity, is that the privaoy must not degrade 
the quality of the received speeoh to any appre¬ 
ciable extent. 

On the other hand, any one oan in¬ 
tercept these highpower signals at great dis¬ 
tances, Khere he oan have a well-equipped 
centralized deooding laboratory, with no limita¬ 
tion on the size and complexity of the decoding 
equipment he night bring to bear. This labora¬ 
tory oan be adequately manned by a relatively 
few highly trained decoding specialists not 
neoeesarily members of the armed servioes. 

In contrast with this situation, the 
lot? power, short range radio sets used in mili¬ 
tary operations are severely restricted as to 
size and weight, and these restriotiono also ap¬ 
ply to privaoy equipnent. The smallest privaoy 
set submitted to Project C-43 for study was roughly 
a 10 inch oube, and was designed for mobile ap¬ 
plications like tanks, planes, and command oars. 
While it is difficult to aohieve a high degree 
of inherent privacy in mobile equipment, it 
should be noted that the very nobility of suoh 
systems adds to the security, because the sig¬ 


nals oan not generally be pioked up at great 
distances, and whatever equipment an interosptor 
might use to oraok the privaoy must also be mo¬ 
bile. Furthermore, the deooding equipment must 
be operated by military personnel, a large num¬ 
ber of whom nay be required if the enemy is 
making extensive use of mobile privaoy. Whether 
it is worth while to attempt to deoode a large 
number of small mobile communications is ques¬ 
tionable, as discussed in greater detail in 
Chapter 711. 

Intermediate types of radio systems are 
used for the higher eohelons of oonnand. For 
such applications, the radio equipment is semi- 
mobile. It oan be transported in truoks and set 
up very rapidly, and may hare a considerable 
range. For such applications, a high degree of 
privaoy is required, and t truokload of equipment 
might be justified, because the enemy oould af¬ 
ford to devote conaiderable time, personnel, end 
equipment to deooding the kind of messages Khioh 
would be transmitted over suoh systens. 

2. Intercepted Signal Quality 

Sinoe most of this report deals with 
deooding, the material fron this point on will 
be written from the point of view of the unau¬ 
thorized rather than the authorized listener. It 
is first of all desirable to get a good signal, 
as free as possible from interference. There are 
several reasons for this. First the prooesa 
whioh unscrambles the speeoh also soraables any 
noise suoh as statio whioh has been superposed 
on the sorambled signal* This ohanges the time 
or froquenoy distribution of the noise, breaks up 
harnoaio relationships, eto., thereby increasing 
the interfering effeot of the noise. Second, the 
deooding is apt to be less perfeotly aooonplisbed 
than at the authorized terminals, whioh tends to 
make the speeoh harder to understand. Finally, 
there are usually language differences whioh 
still further add to the difficulty of under¬ 
standing the message. Conversations oan be oar¬ 
ried on under extremely unfavorable oonditions 
by people speaking their own language, but noise 
and poor quality rapidly degrade the intelligi¬ 
bility of a language foreign to the listener. 

In this oonneotion it might be noted 
that it is very desirable to be able to hear both 
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sides of the conversation without interruptions, 
in order to follow the oontezt. In the oase of 
the point to point systeas, this will in general 
require two reeelvers beoause the two direotione 
are transmitted over separate ohannels at differ¬ 
ent frequencies. If the two outputs are sized 
for listening or recording, however, it should be 
kept in alnd that the noise on the weaker signal 
will be superposed on the stranger signal and may 
seriously degrade it. Putting the two signals on 
two headphones will isprove this situation, be- 
oauae noise in one ear does not seriously affect 
the intelligibility of a signal in the other ear. 
This problen does not arise in the oase of the 
ssaller radio systeas, beoause these are gener¬ 
ally operated on the basis of switshing between 
transmitting and reoeiving conditions on the 
sane oarrler frequency. 

Uethods of obtaining a good signal 
are the sane for the interoeptor as for the in¬ 
tended receiver. A few of the inportant consid¬ 
erations are listed here; further inforaation on 
any or all of then oan be had froa radio refer¬ 
ence works, (1) Point to point systsas usually 
enploy direotive antennas; the interoapt station 
should therefore be looated along or near the 
line of the radio beaa. (S) In looating sta¬ 
tions to intercept radio transnissions in the HP 
range, aooount should be taken of the skip dia- 
tances of the frequencies involved. Better sig¬ 
nals will soaetiass be obtained by novlng farther 
away froa the tranenitter rather than olossr. 

(3) The uea of direotive antennas, dirsoted to¬ 
wards the tranenitter being sonitored, will in- 
prove the signal to noise ratio by disorininating 
against noise whioh is non-direotionai. These 
antennas of oourse should be designed for the 
frequenoy and polarisation of the signal, and 
properly ooupled to the reoeiving set. (4) 
Stronger radio aignale will be reoeived if the 
antennas are looated in the open, with no trees 
or other obstructions in the foreground. This is 
particularly inportant in the VHP range. (5) 
Radio signals inorease in intensity as the height 
of the antenna above the innediate foreground is 
inoreased, particularly for VHP transniasion. 
Thus better results are obtained with the anten¬ 
nas looated on high nasts or on hills overlooking 
the foreground in the direotion froa whioh the 
signal is arriving. If the signal ie in the VHP 
range and other neasurea are inadequate, it say 
even be desirable to consider reoeiving the sig¬ 
nal in an airplane and recording it or retrans- 
nitting it for deooding. (6) Noise inprovenent 
oan generally be obtained by keeping the receiving 
equipnent away fron aouroee of nan nade noise, 
such as ignition syatens and power lines. 


3. Reoeiving Seta 

With regard to the reoeiving sets, a 
distinction aust bo nade between tbs various ac¬ 
tivities of an intsroept station. One inportant 
activity is searching for possible eneay trana- 
aisaion ohannels. The object ie to detemine all 
the ohannels in use, the looation of their ter- 
ainals, the type of business transacted, and, 
aost of all, whether any special for* pf privaoy 
is used on the channel. Sons preliainary 
aearohea of this type are described in Preliai- 
nary Reports Nos. £ and 23, If no privaoy is 
used, other than the usual eoaasroial types, it 
is unlikely that inforaation of nilitaxy iapor- 
tanoe is transaltted over the ohannsl, and it 
aay not be nsosssary to aonitor it continuously. 
If a new privaoy systsa if looated, however, it 
is very likely to be worth aonitoring and decod¬ 
ing continuously, 

For the searching and soanning activi¬ 
ties, the ordinary ooaaercial sets of the *ooa- 
aunioations" type, equipped with a beat frequency 
oaoillator, will serve very well for all types 
of trananisaioa, Pveu the suppressed carrier 
type oan he handled very well provided the sig¬ 
nal is fairly strong. It aay require oontinual 
nanual adjustnent of the looal osoillator, but 
sufficiently good reoeption can be obtained to 
deteraine the nature of the ohsnnel. Oases of 
eztrsas spread band trans&ission can also be 
bandied in this Banner. 

If a particular ohannsl employing sup¬ 
pressed oarrior is determined to be worth aoni- 
toring continuously, then a single sideband 
reoeiver will give inproved reoeption. These 
receivers are equipped to anplify the partly 
suppressed oarrier, or supply a new one with 
great etability, and they aay provid# as auoh as 
15 db iaproveaent in signal to noise ratio in- 
soae oases. They also permit seleoting either 
the upper or the lower eideband of double side¬ 
band systeas, whioh aay be of advantage in oases 
where interference ooours on one or the other 
sideband of suoh systeas. However, these re¬ 
ceivers are not suitable for searobing. 

4, Tyree of Radio Transmission 

A knowledge of the types of radio 
transmission whioh aay be encountered is very 
ioportant to the personnel of an intsroept sta¬ 
tion. Experience has shown that without suoh 
knowledge, the nature of intercepted signals aay 
be oonpletely aisinterpreted. It ie possible 
to nistake certain noraal typse of traneaiaeion 
for new systeas, or oonversely to fail to 
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nize new catena whioh should be nonitored at 
onoe. 

The oomaoneat type of transmission 
is the double sideband type in whioh the oarrier 
is transmitted along with the aidebande, whioh 
are usually about 3,000 oyoles in width, and 
are located immediately adjaoent to the oarrier. 
These are readily demodulated by the ordinary 
receiver. This is true even if the oarrier is 
rapidly wobbled, provided the wobble does not 
cover too great a frequency range* Suoh 
wobbles are sometimes used in combination with 
simple inversion, to prevent reinverting with a 
looally supplied oarrier at the edge of one 
sideband* 

In the so-oalled spread band system, 
sons or all of the sidebands are displaced fron 
the oarrier* i>eaodulated aignala of this type 
will cover an audio frequenoy range greater than 
3,000 oyoles, usually as high as 6,000 oyoles. 

It ia essential, thersfore, that the reoeiver 
be oapable of handling suoh a band* To obtain 
the intelligence, the signals nuat be further 
denoduiated as desoribed subsequently (B1 in 
Table I). 

In the ordinary transmissions desoribed 
above, the oarrier level ia high oonpared to the 
apeeoh sidebands* In order to avoid loading up 
the transmitter with oarrier, and thereby pernit 
radiating a higher sideband level, many ohannela 
operate on the "suppressed oarrier" basis* In 
this aysten the oarrier is either elininated 
ooapletely, or trananitted with greatly reduoed 
level. To denodulate suoh signals properly, the 
weak oarrier nuat first ba greatly amplified, or 
a new one supplied locally* If this is not done 
the signals will denodulate thenselvea around 
whichever oonponent in the sideband happens to 
be predoninant, producing thoroughly soraabled 
speeoh which oan thereafter not be restored. 

This oondition oan be recognized by its ohurao- 
teristio sound to the ear, together with wide 
syllabio fluctuations of the aster whioh ordina¬ 
rily indicates the carrier level, 

With suppressed oarrier aystens, usu¬ 
ally only one of the speeoh sidebands is trans- 
nittod. However, a seoond sideband, transmitting 
a second speeoh ohannel, is sonatinas added, 
usually dieplaoed fron the oarrier by about 
3,000 oyoles, to avoid orosstolk between the chan¬ 
nels* This is oalled "twin ohannel" operation, 
and gives on demodulation an audio signal ooverin g 
about 6 ko, The two ohanaels nust be separated and 
placed in their nornal positions by the methods 
previously oited under spread band systems* 


The above aystens are the main types 
of radio transmission used oomneroially with 
amplitude modulation* In addition, in the VHF 
range and above, there are frequenoy modulation 
systems, and also pulse modulation systems, both 
of whioh require receivers epeoiaily designed to 
handle their particular types of signals* This 
is too large a subjeot to oover here, and refer¬ 
ence nust again be made to the radio literature* 

Finally it should be mentioned that in 
addition to speeoh a great deal of telegraph 
transmission will be found. There are soveral 
types of telegraph signals, inoluding hand keyed, 
suoh as Horse oode, or machine keyed suoh as 
Boehms and teletype* Amy of these types may be 
transmitted by keying the oarrier, or by keying 
a tone modulated on the oarrier* The marks and 
spaoes may be represented by ohanging the ampli¬ 
tude (on - off) or by ohanging the frequency 
(two-tone)* Finally, einoe telegraph requires 
a auoh smaller band than apeeoh, it is often 
operated on a multichannel basis, that is, a 
voice ohannel will be divided into a number of 
telegraph ohannela* In addition, there are 
facsimile transmission systems, whioh also may 
be operated on an AH or FH basis* If a new sig¬ 
nal is encountered whose nature ia in doubt, 
these possibilities should be kept in mind for 
further investigation whan the need arises* 

5* Recording 

The same considerations, disoussed in 
section 2 above, whioh sake it desirable to ob¬ 
tain a good intercepted signal, apply also to 
reoording and reproducing scrambled speeoh. In 
addition to the requirements as to quality and 
noise, there is an even more serious one oon- 
oerning speed regulation* In general, systems 
designed for a high degree of privaoy require a 
high degroe of synchronization, and in many 
oases ordinary reoording methods are not good 
enough, not only in long time average speed 
regulation, but in the steadiness of the instan¬ 
taneous speed* In the case of some of the sys¬ 
tems desoribed in Chapter III, for instanoe, the 
requirements are so severe that even the best 
commercial reoordere will not meet them. 

The best solution of this problem is 
to deoode before recording* This will be possi¬ 
ble in many oases, although it may sometimes 
entail the loss of parte of the message while 
adjustments are being made or the oode is being 
determined. It happens that some of the systems 
desoribed in Chapter III which impose the 
severest requirements on speed regulation, (B3 
in Table I) oan be handled in this way, 


this method is feasible, area poor quality re¬ 
corders, euoh as thoae designed to reoord a 
great deal of material in a small area, nay be 
good enough* 

In sone of the systems to be described, 
it Hill not be possible to decode before record¬ 
ing* It happens, however, that in the oase of 
the only known systen for which this is true 
(?3 in Table I), the requirenents as to quality 
and speed can easily be net by good oonneroial 
type recordings* 

The natter of oonrenienoe or ease of 
use of the reproduoing systen is very inportont in 
decoding work* In this respeot also, the require¬ 
ments are different for different privacy eys- 
tens* The recording systons using the eaboasing 
process, for instance, are convenient beoauae 
they produoe no thread, and they require little 
attention. However, they all suffer fron poor 
traoking during reproduction, whioh oan be exceed¬ 
ingly burdenaone, especially where the material 
must be reproduced nany tines over* Recording 
Mgnetio&lly on wire is attractive fron the 
standpoint of oonvenienoe and also quality, but 
baok-traoking is very time-oonsuming and laborious. 

The best solution, at the present 
writing, appears to bs disk recording on aoetate, 
with a aaohine oapable of recording at various 
speeds. Low speeds oan be used where quality 
need not be too good, and a long reoord is de¬ 
sired* Higher- speeds oan be used where better 
quality is needed. Suoh reoording systens are 
conneroially available* 

6. Deooding Tools 

In addition to the facilities discus¬ 
sed shore, an intercept station, if it is to be 


prepared to diagnose and deoode intercepted one- 
ay signals, aust be equipped with a considerable 
variety of speoial tools, These should include, 
of course, suoh well-known derioea as osoillo- 
grapha and osoillosoopes, amplifiers, osoilla- 
tors, nodulators, reotifiers, fixed and rariable 
filters, and a supply of coaponents for con¬ 
structing spsoial oireuits that nay be required. 
Sone of the less well-known devioes, whose na¬ 
ture and usefulness will be aade ole&r in subse¬ 
quent ohapters, inolude magnetic tape or wire 
reoording and reproduoing aquipaent in the fora 
of loops with nultipla piokups, eonnutatora for 
sweep or timing oireuits, variable speed drive 
neohanisna, ohannel shifters, the variable area 
pattern naohine, and the sound spectrograph. 
Thera should also bs nodels of the aore impor¬ 
tant types of existing speeoh privaoy systens. 
Finally, and perhaps noat inportont of all, there 
should be stationed at the interoept looation a 
group of highly trained teohnioiens, who should 
be thoroughly faailiar with radio transnission 
problems, radio facilities, oryptonalytio pro¬ 
cedures, and diagnosing and deooding methods. 

If these technicians are not oonversant with the 
language encountered in intercepted coaaunica- 
tions, interpreters should bo continuously 
available. 

Even with all of the speoial tools and 
personnel, deooding in nany instances will be a 
difficult problen, and patienoe and painstaking 
effort will be required to obtain useful iafor- 
nation fron eoranbied speeoh. Unless the needs 
have been anticipated tha eneay nay have secret 
communication for a considerable period of tiaa 
as a direot result of unpreparedness. 
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THE SOUND SFSCTRO.ORAPH 


This ohapter is deroted to the sound 
speotrograph — its history, method of operation, 
and oapabilitiee. The sound speotrograph anal¬ 
yzes speech in terns of its three basio dimen¬ 
sions, frequenoy, amplitude and tine, and 
portrays the analysis in the fora of spectro¬ 
grams. These are helpful in understanding the 
complexities of speeoh, and what various 
soranbling methods do to speeoh to make it un¬ 
intelligible. 

1. History 

In Uaroh 1941 an early laboratory 
node! of the sound spectrograph was denonetrated 
to Dr. V. Bush as an instrument that with fur¬ 
ther development night be useful in studies of 
telephone privaoy. It was appreciated at that 
tine that the need night arise for intercepting 
oonnunioations in scrambled speeoh and decoding 
them. It was also appreciated that new soranb¬ 
ling systems night bs enoountered and that naans 
would be needed for diagnosing such systems. 

For suoh a purpose the unaided car has very 
limited capabilities. Suoh things as oscillo¬ 
grams, whioh show the wave fora, also provide 
little in the way of dues as to the neohanism 
by whioh the wave form was ohanged. Projeot 
C-32, the forerunner of C-43, was therefore 
organized in the Fall of 1941, and its innedlate 
objeotive was to produce a sound speotrograph in 
suoh a form that it would be useful for diagnos¬ 
is and decoding speech scrambling systems. 

About a month before the attaok on 
Pearl Harbor, patterns that could be used for 
decoding work were being produced with a bread¬ 
board model, and the first finished model of the 
speotrograph was available by the end of that 
year. Additional models of the speotrograph 
have sinoe been built for the use of the armed 
services, incorporating improvements in opera¬ 
tion and in ruggedness. The most reoent model 
is shown in figure 1. The speotrograph has 
been ueed in studies of various privaoy systems 
submitted by the Army, Navy and N.D.R.C. for 
the purpose of evaluating the degree of security 
wnion they afforded. In the source of these 
studies it became evident that improvements in 
the speotrograph would be useful in this work. 
Accordingly a calibrating oirouit was built into 
the speotrograph and oontrol oirouits were udded 
in the fora of an applique unit. 


2. Operation 

A schematic diagram of the sound spec¬ 
trograph is given in figure 2, together with a 
description of the method of operation. There 
is produced by the operations desoribed in the 
illustration, a pattern whioh shows by its light 
and dark areas how the intensity in the signal 
varies as a funotion of both time and frequency. 
It is the faot that both time and frequency 
variations axe simultaneously displayed whioh 
makes speotrograms so valuable for deoodlng work. 

Scanning filters of various widths oan 
be used for different purposes. If the filter 
is wide, it will give an analysis whioh is lim¬ 
ited in the amount of detail it oan portray in 
the frequenoy dimension, but it will respond 
quickly to changes in amplitude with time, and 
will therefore give sharp time resolution. The 
narrower the filter the more frequenoy detail is 
shown in the speotrograms at the saorifioe, how¬ 
ever, of some of the time resolution. With all 
the filters thus far used, the shift in frequency 
range from line to line is only a fraction of 
the width of the filter* Successive lines in 
the speotrogram, therefore, do not represent 
successive frequency bands. They represent fre¬ 
quenoy ranges which overlap by a large fraotloa 
of their total width. The density of the pat¬ 
terns, therefore, ohangea very gradually along 
the frequenoy dimension. 

The kind of patterns produoed by this 
method of analysis is illustrated in figure 3. 

The upper speotrogram in the figure was made with 
a soanning filter about 300 oyoles in width. The 
separate words oan bs plainly distinguished. 

The rowels are distinguished by dark bands with 
vertioal striations. The consonants are in gen¬ 
eral less intense and show a different type of 
structure. It will be noted that the dark bands 
are different in the different vowels, and they 
change not only from one word to the next but 
also within each word. Analyses of this type, 
therefore, graphically portray ohanges in the 
energy frequenoy distribution of a ooaplex sig¬ 
nal with both time and frequenoy. It should be 
emphasized, however, that the relative intensi¬ 
ties of the various components of this particular 
sample of speeoh, notably the consonants, differ 
to a far greater extent than would be judged by 
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Figure 3 - Spectrograms of Horaal Speech 









the relative blaokness of their patterns* In 
other words, a very large amount of level oon- 
pression is incorporated in these patterns as 
will be deaoribed in the following section* 

The lower spectrogram in the figure 
shows the sane words analyzed with a filter only 
45 cyoles wide* This filter is narrow enough 
to resolve the individual harnoaioa of which 
vowel sounds are composed* The harnonios con¬ 
sist of the fundamental voioe pitch together 
with both odd and even multiples of this fre¬ 
quency* Some of the harnonios are stronger than 
the others, beoause they are reinforced by res¬ 
onance in the oral cavities as the words are 
formed. It will be noted that the dark areas in 
these patterns correspond in frequency and in 
trend with those in the upper speotrogran* The 
fact that vowel sounds oonsist of discrete har¬ 
monics onuses the vertical atrlatlons in the 
patterns nade with the wider filter* ’/henever 
the filter is wide enough to pass several har- 
nonios at onoe, these harnonios beat with eaoh 
other and forn maxima and minima in the output 
of the filter* The frequency of the beats cor- 
responds exactly to the frequency of the voioe 
pitoh* 

It will be noted in the 45 cyole spec¬ 
trogram that the harnonios rise and fall in fre¬ 
quency from moment to moment* This refleots the 
ohanging pitoh of the voioe known as inflection* 
Infleotion is normally used in oonmeoted speeoh, 
and this fact is of assistance in decoding work, 
beoause the spaoing and trend of the individual 
harnonios in spectrograms provide important 
olues in diagnosing privaoy systems as will be 
demonstrated in subsequent ohapters* 


Level Compression 


In normal speech there is a tremendous 
ohange in level from moment to moment particu¬ 
larly in the level of oonsonants as oonpared to 
vowels. There is also a considerable difference 
in the average level at low frequencies as com¬ 
pared to high frequencies* This latter differ¬ 
ence oan be corrected by predistortion, and 
present models of the speotrograph contain shap¬ 
ing networks for this purpose. There are, how¬ 
ever, ohangea from moment to moment in the 
relative levels of hich and low frequencies in 
different speech sounds which cannot be oorreoted 
by shaping notworke, The faoaimile paper on 
which spectrograms are cade has a range of be¬ 
tween 10 and 15 db* The range of levels in 
speeoh greatly exceeds this value. This means 
that if the average level is adjusted so that 
the highest oonponents appear at maximum blaok- 


ness, the lowest level components will be invi¬ 
sible* Conversely if the level is so adjusted 
that the low leiel components appear in the pat¬ 
tern, the high level components will severely 
overload the recording paper* In order to show 
both the high and low level components ooouring 
in speeoh, therefore, it is neosssary to com¬ 
press the instantaneous signal into a much nar¬ 
rower range* 

In the earliest models of the speo- 
trograph the marking amplifier shown in figure 
2 was given a oompresiing action by means of a 
thyrits varistor aoross the grid of the output 
stage* Whenever the output of the scanning fil¬ 
ter was low the gain of the amplifier was ef¬ 
fectively raised from an average condition and 
whenever the output was high the gain was effec¬ 
tively lowered, This tended to equalise oh&nges 
in level with both frequency end time* tlore re¬ 
cently the compressor has been replaced by de¬ 
vices whioh oan exeroiae oertain types of 
discrimination in controlling the instantaneous 
gain of the marking amplifier* These devioes 
are known as control cirouits* They provide 
patterns with better resolution in both time and 
frequency than oan bi obtained tfith the compres¬ 
sor. The patterns shown in figure 3 were made 
with these control oircuits in operation, The 
circuits are described in Preliminary Report 
No. 27, 


Possible Improvements 


The spectrograph psttsms have under¬ 
gone continual improvement in the oourse of this 
projeot, but they can probably be still further 
improved. The control oircuits thus far pro¬ 
duced are by no means ths final word* Cirouits 
of this type can be adapted to affeot the pat¬ 
terns in various ways, and it is concsivabls 
that different oontrol oirouits oould bs devel¬ 
oped for decoding different types of scrambles* 


One definite line of improvement con¬ 
cerns the tine resolution* Uany scrambling 
methods, as will be seen subsequently, pro¬ 
duce sharp discontinuities of the scrambled 
speech in the time dimension* The prooess of 
analyzing the soranbled signal in such a way as 
to obtain high frequency resolution tends to 
obaoure the signal at these sharp boundaries. 
This is a basio situation whioh affeots not only 
the spectrograph, but all types of analyzers* 

In order to obtain a high degree of frequency 
resolution, a narrow filter must be used. The 
narrower the filter, however, the longer its 
response and decay tine, that is, the output of 
the filter oaanot be nade to ohange as rapidly 
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in level as the instantaneous level of the sig¬ 
nal. This oauses strong oomponente to "spill 
over" aoross the tine boundaries, Sxaaples of 
suoh spilloTer oan be seen in the upper speotro- 
graas in figures 54, 55, 59 and 60. In general 
this spillorer does not interfere greatly with 
the reoognition of various privaoy systsns, but 
it does interfere severely where speotrograas 
are to be used for deooding work. Several pos¬ 
sible renedias for this situation have been de¬ 
vised whioh are reoorded in Chapter 71. 

5. Amplitude Representation 

In the patterns thus far disousssd the 
instantaneous intensity of ths signal is repre¬ 
sented by the lightness or darkness of the traos 
in ths speetrograas. This representation is in¬ 
herently non-linear and praotlsally lspossibls 
to aake quantitative, Tor sobs types of work it 
would be highly desirable if ths aaplitudss 
oould be represented in suoh a way that they 
oould be Interpreted quantitatively. 

figure 4 shows a speetrograa whioh 
upon olose inepeotioi will be seen to be aade>up 
of dleorete dots. The dots are oloee together 
in the dark portions of the speotrograa and far¬ 
ther apart in the light portions* The dots 
theaselves are sdl of equal blaoknees. The spas- 
ing of the dote is in faot quantitatively related 
to the instantaneous level of the signal, The 
level at any point in the speotrogra* oan, there¬ 


fore, be aeasured by measuring the dot spaoing 
with suitable equipment and ooaparing it with a 
eoale showing dot spaoing ve. level. 

Another type of representation is 
shown in figure 5. Here the levels are repre¬ 
sented by the type of teohnique used in repre¬ 
senting topographioal variations in oontour tape. 
The contour lines eaoh represent regions in 
whioh the signal reaches a partioular fixed 
level. The lines aay be spaoed so as to repre¬ 
sent steps of any desired nuiber of db, or any 
number of volts, In the lower speotrogram the 
spaoes between the oontour lines have been filled 
in with various densities of dot spaoing. This 
permits instant reoognition of equality of level 
in different portions of the signal, 

Quantitative amplitude representation 
may or may not prove useful in deooding work. 

Tor certain kinds of signal it should prove use¬ 
ful, beoause it provides another diaansion be¬ 
sides tine and frsquenoy whioh oan be used for 
deteralnlng continuity or discontinuity in the 
signal. In other oases, however, it may prove 
useless, beoause ohaages in level have arbitra¬ 
rily been introduoed into the scramble. 

The developments mentioned above em¬ 
phasise the faot that the sound speotrograph is 
a highly flexible device and its capabilities 
along any line oan be grea' \y inoreased by add¬ 
ing features designed for tne speolfio purpose 
in mind. 


i 

i 


! 


| 

i 


14 




CHAPTER III 

SPEECH SCRAMBLING IZETHQDS 


In* this chapter we shall examine a 
wide variety of speech scrambling methods in or¬ 
der to become familiar with the devices which 
might be used alone or in combination to make 
up speech privacy systems. Some of these sys¬ 
tems are in commercial or military use, others 
exist only on paper, mostly in the form of pa¬ 
tents or patent applications. It is not in¬ 
tended to include all the variations of all the 
different methods but rather to cover basic 
scrambling methods, with their most important 
variations, in which the original speech is 
transmitted with its parts modified, displaced 
or interchanged* 


The two main dimensions of speech 
which are operated upon to make it unintelli¬ 
gible are the frequency dimension and the tine, 
dimension* Scrambling systems usually depend 
on rearranging the components of speech in 
either or both of these dimensions. In general 
it may be said that those that operate on the 
frequency dimension alone are capable of the 
best quality in the reproduced speech. A com¬ 
plete list of the systems oovered in the dis¬ 
cussion is given in Table I together with other 
data concerning them. Host of them are illus¬ 
trated by means of spectrograms which will be 
discussed in Chapter IV. 



Figure 6 - Modulators 


1* Systems Involving Single Modulation 

A basic device in privacy systems 
is the modulator. One form of modulator, shown 
in figure 6A, consists of four copperoxide 
varistor units between two balanced coils. The 
carrier frequency is fed into the midpoints 
of the coils as shown. In some cases the coils 
can be omitted as shown in figure 6B. 

Figure 7 shows the method of produc¬ 
ing simple inversion. In this and in succeeding 
illustrations the numerical values are not neces¬ 
sarily the best values for practical operation, 
but they serve to illustrate the manner in which 
the device operates. 

In the system shown in figure 7 the 
speech band is limited to 3 f G0C cycles by a low- 


pass filter. It is then modulated with a fre¬ 
quency of 3,000 cycles. This produces an upper 
and a lower sideband of which only the latter 
is passed by the output filter. The system is 
called inversion, because the high frequencies 
in the original speech appear as low frequen¬ 
cies in the output and the low frequencies in 
the original speech appear as high frequencies. 
At the receiving end the inverted signal, in 
passing through an identical system in the 
same direction, is reinverted back to normal 
speeoh. 

A very commonly proposed variation 
of this system involves using a variable fre¬ 
quency instead of the steady 3,000 cycle carrier. 
We might vary the frequency continuously or in 
discrete steps. It should be noted, however, 
that the cut-off of the low-pass output filter 




Figure 7 - Single Modulation 


is fixed whioh Unite the variation permissible 
in the oarrier frequenoy* A wide variation 
would either permit too nuoh of the upper side¬ 
band to get through or would cut off some of the 
lower sideband. Two proposals of this type are 
dieoussed in Preliminary Reprrta Ho* 8 and 20* 

If the modulator in figure 7 is of the 
type shown in figure 6A, speeoh oan be scrambled 
by introducing instead of the 3,COO oyole oar- 
' rier a square wave whose ohanges froa positive 
to negative value are irregular in tins* Ieoh 
one of the reversals in tho oarrier wave oauses 
a reversal of phase in the speeoh wave* The pat¬ 
tern of these irregular reversals nay be arrange 
so that the speeoh beoones unintelligible* At 
the reoeiving end a ooding wave nuet be intro- 
duoed whioh is exactly.* in step with the one at 
the reoeiving end, with proper allowance for any 
delay there say be in the transmitting ohaanel* 

A two ohonnel system using one nodula¬ 
tor for eaoh ohaanel, is shown in figure 8. In 
this systen the oarrier fed into both nodulators 
is the sane in frequenoy but differs 90 degrees 
in phase* Two separate speeoh channels oan be 
transnitted by this nethod without substantial 
mutual interference, but both sidebands as well 
as the oarrier must be transnitted. At the 
reoeiving end the oarrier nust be split into two 
oonponenta with the proper phases. 2aoh oonpo- 
nent will demodulate its own portion of the sig¬ 
nal and thereby separate the two speeoh channels. 
Naturally one of the ohannels may oonsist of 
noise or spurious speeoh from a recording or 
the like, whioh tends to mask the real message 
if the signal is demodulated with an ordinary 
set. This sohene was originally proposed as 
a multiplex system, but an obvious variation 
is to divide a single speeoh band into two 
halves with filters and then transmit the two 
halves on carriers differing by 90 degrees in 
phase, 
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Figure 8 - Split Phase Multiplex 


Systems Involving Double Modulation 


Figure 9 shows a auoh more flexible 
system* Here the signal is modulated twice, 
with a band-pus filter between the two modula¬ 
tors* With this arrangement the oarrier fre¬ 
quenoy fed into the seoond modulator can be 
varied in several ways* In the illustration 
two oarrier frequencies are shown for the second 
modulator* If the 8 kcvalue is used the output 
consists of the speeoh band right side up but 
displaced from its normal position by 2,000 oy- 
oles. If the 16 ko value is used the output 
oonsists of the 3,000 oyole speeoh bead Inverted 
and displaced by 3,000 eyolte* We might use 
these two values alternately at short intervals, 
or we might have the oarrier vary continuously 
baok and forth, say between 13 and 16 ko* 

Another variation is to use a multiplicity of 
values, say 500 oyoles or 1,000 oyolea apart, 

(not between 10 and 13 ko for this illustration,) 
and switoh between these values in a regular 
or irregular sequenoe. A disadvantage of 
these systems, of oourse, is that the transmis¬ 
sion ohannel needt; to be wider than that 
usually afforded by radio sets or telephone 
lines. In all of these systems, the speeoh is 



Figure 9 -Double Modulation 
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restored by passing through identical equipment 
in the opposite direction. 

3. Triple Modulation - Reentrant Band Shift 

Going back to figure 7 suppose the 
carrier frequency were made 4,000 cycles .in¬ 
stead of 3,000, but retaining the 3,000 cycle 
input and output filters. The output would 
then be an inverted sideband ranging from 1,000 
cycles to 3,000 cycles; that portion of the 
sideband above 3,000 cycles would be cut off by 
the output filter. Since, however, there is a 
1,000 cycle gap at the lower edge of the trans¬ 
mitted band, the portion which would be out off 
by the filter might be modulated down and sent 
along with the rest of the signa^ in this lower 
part of the spectrum. In other words the por¬ 
tion of the sideband which would otherwise dis¬ 
appear above the upper edge of the transmitted 
band night be made to reappear at the bottom. 


Figure 10 shows a system of modulators 
and filters for accomplishing this kind of band 
shift. The first modulator is followed by a high- 
pass filter which selects the upper .sideband 
from 3,000 cycles to 6,000 cycles. This is com¬ 
bined with some of the original signal which 
ranges from 0 to 3,000 cycles. The second modula¬ 
tor is fed with a carrier frequency of say 7 kc which 
inverts the whole band. This is followed by a band¬ 
pass filter passing the range from 3 to 6 ko. A sec¬ 
ond modulator with its carrier frequency placed at 
the lower edge of the 3 to 6 ko input band moves 
the whole band, still inverted, down to the usual 
range of 0 to 3,000 cycles. The upper sideband 
of this modulation step is removed by the output 
low-pass filter. A variation of this arrange¬ 
ment isto allow the 7 kc carrier to vary in dis¬ 
crete steps according to some regular or irregu¬ 
lar program or vary it continuously between the 
limits of 6 to 9 kc. This provides a variable 
band shifting arrangement without using more than 
the normal 3,000 cycle transmission channel. 



Figure 10 - Reentrant Inversion 


4. Band-splitting Systems 

a privacy system in wide commercial 
use, known as the split band system, involves 
splitting up the whole speech band into a number 
of subbands and shifting these around out of 
their normal positions in the frequency spectrum. 
Figure 11 shows one manner in which this can 
be accomplished. The numerical values are 
chosen so that the band from 250 to 3,000 cycles 
is divided into five subbands each 550 oycles 
wide. 

The speech band is fed to live modula¬ 
tors in parallel, The five band filters follow¬ 


ing the modulators are all alike, passing the 
band from 3,100 to 3,650 cycles. It will be 
seen that the uppermost modulator in figure 11 
with its carrier of 6,100 cyoles will invert the 
speech band and displace it by such an amount 
that the frequency band which originally oocupied 
the space from 2,450 to 3,000 cycles will pass 
through the filter. In other words this modula¬ 
tor in combination with its band filter selects 
the uppermost of the five subbands from the in¬ 
put signal. Similarly the lowest modulator in 
combination with its band filter selects the 
lowest subband from the input signal. The out¬ 
puts of the band filters all oooupy the same 
frequenoy range, but they all came originally 
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figure 11 - One fora of Split Bifid Sjittt 


from different frequency ranges, Similarly the 
output modulators ire ao designed that eaoh one 
aooepta the band free 3,100 to 3,650 oyolea and 
ahifts it to a particular band location in the 
output. The fire leads going into the box 
labeled "SWITCH* nay, therefore, be orose-oon- 
neoted in any desired manner pith the fire 
output leads. The resulting output will always 
oorer tbe oonplete range fron 250 to 3,000 oy- 
oles and there will be no orerlapping subbands. 

An additional set of frequencies is 
indicated in the drawiz^ for the seoo&d set of 
nodulatora. These frequencies will cause the 
output subbands to be isrerted instead of right 
aide up. One or all of these alternate frequen¬ 
cies aay be used as desired. 

The ff S'<fITCH" nay be changed as often 
as desired. On an experimental basis the oodes 
hare been ohanged as often as 25 tines per 
seoond without appreciable distortion in the 
quality of the reoeived speeoh showing that it 
is possible to shift bands as wide as 550 oyolea 
at a rapid rate without generating appreciable 
distortion produots. 


5, Tine Division Multiplex 

Time division multiplex (T,D,U.) is a 
ayaten in whloh n separate signals oooupying the 
saie frequenoy range are sent over a single line, 
eaoh signal being transmitted only 1/nth of the 
time. This might be illustrated by showing the 
n signals connected to the & segaents of a ooo- 
mutator, A rapidly rotating brush pioka up the 
n signals one after the other, For aooeptable 
quality, however, the brush nust make at least 
as cany rotations per seoond as the highest fre¬ 
quenoy in the transmitted signal. This nans 
that a oeohanioal brush is out of the question 
and is used simply for illustration. This kind 
of switching, however, can be aooonpliehed with 
eleotronio ring oirouits, 

Sinoe we are interested here in pri¬ 
vacy systems rather than multiplex systems, we 
will confine ourselves to the use of tB*J)g& z for 
transmitting a single speeoh ohaanel. This oan 
be accomplished by dividing the speech band into 
a number of subbands all oooupying the same fre¬ 
quency range, and oonneoting these to the seg¬ 
ments of our hypothetical commutator. Referring 
to figure 12 whioh ie similar to 11, this oan be 


18 





















* BP FILTERS ALL ALIKE — 3000 TO '3600*V 


Figure 12 - One Fora of Time Division Multiplex 


accomplished by feeding all the output modula¬ 
tors with the same carrier, and connecting each 
modulator to a commutator segment. In this 
illustration, there are four 600 cycle subbands, 
covering the range from 400 to 2,000 cycles. 

It has been shown mathematically that the output 
of this system consists of sidebands around a 
frequency corresponding to the rotation of the 
brush and also sidebands around frequencies 
corresponding to odd harmonics of the rotation 
frequency. Each side-band, however, contains 
components from each of the subbands. It has 
also been shown that the total channel width re¬ 
quired for good transmission need be no greater 
than that of the original signal. 

To increase the privacy of this sys¬ 
tem one of the subbands may be replaced by a 
band of noise. This can be filtered out at the 
receiving end. Obviously this system requires a 
high degree of synchronism between the two ends. 

6. Systems Usjjng Tape Recording 

Leaving the frequency substitution 
systems for the time being, we will introduce a 
device which permits operating on the time 
scale. The uo3t versatile device for this pur¬ 
pose is the magnetic tape recording and repro¬ 
ducing system. This takes the form of a tape of 
magnetic alloy a few mils thick either run as a 


loop over pulleys or attached firmly to the 
perimeter of a disk. The recording is done by 
means of small electromagnetic pole-pieces. The 
signal is picked up by similar pole-pieces 
which may be placed at a distance from the re¬ 
cording pole-piece depending on the amount of 
delay desired. The outstanding advantage of the 
magnetic tape system for this type of applica¬ 
tion is that the signal may be erased and the 
recording medium he used over and over again. 

The quality of this type of transmission can be 
made very good with proper design. 

Figure 13 shows a rather simple pri¬ 
vacy system using magnetic tape. The input sig¬ 
nal is passed through a 3-way pad, whereby it is 
impressed on a band filter and also reoorded on 
the magnetic tape. It is picked up by equally 
spaced pole-pieces each associated with a dif¬ 
ferent band filter. With the arrangement shown 
in figure 13 the bond from 0 to 1,000 oycles is 
transmitted without delay. The band from 1,000 
to 2,000 cycles is transmitted with say, 100 
milliseconds delay and the band from 2,000 to 
3,000 is delayed 200 milliseconds. At the re¬ 
ceiving end the scrambled signal is pas^&g 
through an identical system in the same way ex¬ 
cept that the*two extreme band filters are in¬ 
terchanged. In this way the band whioh reoeived 
no delay in transmission is given maximum delay 
in the receiving machine, and the band whioh re- 
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Figure 13 - Variable Subband Delay 


ceived maximum delay in transmission is given 
zero delay in the receiver* In this way all the 
bands are delayed the same amount and the speech 
is restored to normal* 

This system alone does not provide 
any high degree of privacy hut it can be com¬ 
bined with other systems as we will see subse¬ 
quently. 


pole-pieces* However, the number of segments 
need not be the same as the number of pole- 
pieces* A switch is provided whereby any seg¬ 
ment may be connected to any pole-piece. 

With this system the speech is cut up 
into time elements corresponding in length to 
the spacing of the pole-pieces* These time ele¬ 
ments are transmitted in & scrambled order* For 
instance, 6 successive time elements which we 
might label i,2, 3, 4, 5, 6 might be transmit¬ 
ted in the order, 2, 4, 1, 3, 6, 5* The possi¬ 
bilities of TDS coding are far too complex to 
cover here. Analytical discussions are given 
in Preliminary Reports Nos. 3 and 6* The 
general requirements for all TDS systems, may be 
stated as follows: (1) Each element of the 
original speech must be transmitted once and 
only once.(2) The sum of the delay in the trans¬ 
mitting machine plus the delay in the receiving 
machine must be equal for all elements. With 
these two requirements fulfilled it is obvious 
that the speech oomes out of the receiving 
machine in its normal order# It is delayed, 
however, by an amount equal to the sum of the 
transmitting and receiving delay. 


An important class of scrambles in¬ 
volving magnetic tape is known as time division 
scrambling (TDS). A simplified diagram of this 
system is shown in figure 14. There is a re¬ 
cording pole—piece and a number of pickup pole- 
pieces. There is also a commutator driven in 
synchronism with the tape* The length (in time) 
of each segment of the commutator is, in general, 
equal to the delay between successive pickup 



At the receiving end there are several 
ways of handling the scrambled signal* (1) The 
pickup pole-pieces can be used as recording 
pole-pieces and the signal picked up by an addi¬ 
tional pole-piece shown at the right in figure 
14. With this arrangement the connections be¬ 
tween the commutator and the polepieces are the 
same in the transmitting and receiving machines. 
(2) The signal can be recorded with the same 
pole-piece used in the transmitting machine and 
the connections between the pole-pieces and the 
segments rearranged for receiving by a push-to- 
talk relay. (3) The codes can be restricted to 
a particular class called self-converse codes. 
These have the property of being self-decoding, 
that is, the same code which scrambles the 
speech in the transmitter restores it in the re¬ 
ceiver. 


An important variation of this system 
is called "Interlace”. In this system the num¬ 
ber of segments on the commutator is doubled. 

The odd segments are connected to the pole- 
pieces according to one code and the even seg¬ 
ments are connected according to a completely 
independent code. The reason for this device 
is to increase the difficulty encountered by the 
the enemy in trying one code after the other to 
find the right one, particularly if the total 
number of codes available is small. With tflie 
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interlace system the total number of combinations 
possible is equal to the square of the number of 
codes. 

The rotating commutator shown in 
figure 14 results in a repeated code, that is, 
each rotation produces the same scramble. It is 
possible to substitute for the commutator and 
switch arrangement shown in figure 14, a more 
complex arrangement whereby the speech is 
scrambled in a never-repeating manner. There 
are several ways of accomplishing this. Perhaps 
the simplest way to represent it is as a punched 
tape which permits the pole-pieces to be con¬ 
nected to the output, one at a time, in any 
desired order permissible under the restrictions 
outlined above. 



Figure 15 - Speed Wobble 


Another way of utilizing magnetic 
tape to scramble speech is shown in figure 15. 
Here the pickup pole-piece is oscillated back 
and forth along the tape mechanically. With 
this arrangement, or other variations equiva¬ 
lent to speech changes, the speech time scale 
is alternately compressed and expanded. The 
frequency scale i3 correspondingly expanded and 
compressed, respectively. 

With the arrangement shown in figure 
16, speech is broken up into time segments each 
of which is transmitted bach-wards. The motion 
of the pickup pole-pieces is twice as great as 


the motion of the tape and is in the same direc¬ 
tion. Therefore, the relative motion of the 
tape and the pole-pieces is the reverse of that 
used in recording. This is the same as running 
the tape backwards for reproduction. 



Figure 16 - Time Inversion 


7. Combinations of Time and Frequency Scrambling 

Obviously the two kinds of systems 
described in the previous sections can be used 
together. For instance, some of the time ele¬ 
ments of a TDS system might be inverted accord¬ 
ing to a regular or irregular program. The next 
more complex step is to combine the band 'split¬ 
ting system' of figure 11 with the TDS system. 

The codes of the band splitting system might be 
fixed or might be switched in synchronism with 
the TDS elements, the time scale of the scrambled 
speech not being further broken up. If they 
are switched nonsynchronously, however, the time 
dimensions will be further broken up as will be 
seen subsequently. Combinations of nonrepeated 
code TDS and rapidly switched split band coding 
can be made to afford a very high degree of pri¬ 
vacy. The two kinds of coding, of course, must 
not be so interrelated that one furnishes clues for 
the other. If, for instance, a certain pole- 
piece were systematically associated with a 
certuin split band code the total privacy of the 
combination night be impaired rather than en¬ 
hanced. A coding method for avoiding this 
difficulty is described in Preliminary Report 
Ho. 21. 

A very special kind of scramble is 
produced by a system which consists functionally 
of figure II (rapidly switched) in tandem with 
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figur* 13 (with 5 bands; followed by an addi¬ 
tional figure 31. This is not the simplest 
fora of the system* butitserrss to illustrate 
the prinoiple. Two frequenoy toranbles with a 
tiae shift in between produoe a partioular kind 
of two-dimensional aoraable in wnioh the speeoh 
is broken up into both tiaa and frequenoy ele- 
Bente, laoh of these elements aay be shifted 
both in tias and in frequenoy so as to be out 
of proxiaity with other elenents with whioh they 
were originally assooiated either in tiae or in 
frequenoy. Another way of aoooBpliehing this 
kind of scramble would be a combination of 
rapidly switahed split band with a separate TLS 
system in eaoh eubband, A two-dimensional eye- 
ten has been deaoribed in the Brown Boveri arti- 
ole reproduced in Preliminary Report No. 5 and 
analysed in Preliminary Report No. 9. It is 
eepable of a rery hign dsgree of privaoy. 

7or the same of oonpleteness two other 
systems involving ti.-e ai» ffe,;uenoy shifting 
will be mentioned, although aa far as is known 
they exist only on paper. Suppose a sample of 
spsesh were reoorded on taps and then rsproduoed 
st twice its aornel speed. It would oooupy only 
half ths time it took to speak the words, but 
its fraquenoy range would be twioe the normal 
range. Let the upper half of the expanded fre¬ 
quency range be separated by a filter and modu¬ 
lated down to the normal range and used to fill 
up tbs unused time. The dlreotly opposite but 
analogous system would involre reproducing re¬ 
corded speeoh at half its nornal speed; the fre¬ 
quency range wruld then be only half the normal 
range. Alternate seotions, therefore, oould be 
modulated up to fill the unused frequenoy spaoe, 
thereby keeping the total transmitting tias sub¬ 
stantially unchanged. In both of these ayeteme, 
there would be a delay equal to the length of 
one time element. 

8. Ware-fo ra. Hod! f 1 oat 1 on 

Thus far He have considered systems in 
which frequency bands ware shifted around or 
tine elenents were rearranged. There are a few 
priraoy ayateme which make speeoh unintelligible 
by a direct nodi fioat ion of the ware fora* One 
of these is shown diagmmatically in figure 17. 

It depends upon a prooess whereby two wares are 
multiplied together, that is, the instantaneous 
amplitude of the resulting ware is the product 
of the amplitudes of the two input waves. One 
of the input wares to the cultiplier is speeoh. 

The other is a oonplsx coding ware, If the 
coding ware is sufficiently oonplex the result¬ 
ing scramble is unintelligible. At the re- 
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figure 1? - War. Multiplication 


ceiving end a reciprocal of the coding ware is 
durired and used as a multiplier, thereby re¬ 
storing the original speech. Naturally, the 
ooding wares at the two ends of the system must 
be in close agreement, otherwise there will be 
considerable background noise in the deooded 
speeoh* 



figure 18 - Loral Modulation 


Another method for ohangiag the ware 
form is shewn in figure 18. The essential fea¬ 
ture of this system ie on amplifier whose gain 
oan be varied rapidly with tine. Drastio ohanges 
in the level of speeoh, If they ooour rapidly 
enough, will make the speeoh unintelligible. 

The level ohanges night be made aooording to 
some program or they night be made to follow the 
speeoh ware itself, ¥or instanoe, extrene com¬ 
pression or expansion oould be used. Corre¬ 
sponding gain ohanges, of oouree, must be made 
at the receiving end, 

A variation of this system is shown 
in figure 19. Here the speeoh band is first 
divided into sub-bands, and these are individu¬ 
ally oubjeoted to level ohanges aooording to 
separate programs. 

9, Leaking Systems 

One of the first sohenes whioh is 
likely to ooour to a person considering how to 






aaka speech private is to add noise or other 
disturbing signal to the speeoh and remove it at 
the other end, in other words, to mask the 
speeoh. He will find, however, that it is neo- 
essary to use very high levels of masking sig¬ 
nal in order to hide the intelligibility. This 
of course, nakes it diffioult to subtraot out 
satisfactorily! the difficulties are such that 
nasking systems are more likely to be found on 
wire lines than on radio. A few speculative 
seeking syatens are outlined below. 

One fora of seeking eystea is shown 
in figure 20, In this systea, two telephone 
lines are used* At the sending end, noise is 
added to the speeoh in a mixing pad and the oon- 
bination is sent over line 1. The nolee alone 
is sent over a second line and it ia used at 
the reoeiving end to oenoel the noise trananittsd 
with the speeoh by sinple subtraction* This 
system has the advantage that the noise can be 
completely randoa. However, sinoe thb enemy 
night take taps froa both lines and thereby be 
able to aake the sa&e subtraction, a variation 
of this system consists in distorting the noise 
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Figure 19 - Subband Level Modulation 



Figure 20 - Holes Masking Using Two Channels 


in sone predetermined manner before sending it 
over the second line. At the rooeiving end, 
this distortion is first nullified so that the 
noise nay bo subtracted, naturally, the form 
of distortion must be unknown to the enemy. It 
can, of course, be varied from noaent to moment. 

Another masking system is shown in 
figure 21, whioh uses only one line. In this 
system, noise is added to the line at the re¬ 
ceiving end instead of at the sending end. 

Again, the noise can be perfectly random. Since 
the noise is generated at the reoeiving end, the 
process of cancellation can, theoretically, be 
nade very exact. This system, however, oannot 
be used for radio at all because the level of the 



Figure 21 - Masking Hoise Applied at Receiving 
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noise deoreases with diatanee fron the receiving 
station, while the level of the signal increases. 
The interoeptor, therefore, will get good speeeh 
signals if he is olose to the transmitter. With 
telephone lines this differential oan be kept 
snail, 

Another staple Basking system is to 
hare a sequenoe of tones superposed on the sig¬ 
nal at the transacting end, At the reoeivlng 
end, sharply toned band elimination networks oan 
be synohronously switohed so as to remove the 
tones froa the listener's ear, Siailarly, short 
spurts of noise oovering the whole frequency 
band oan be applied at the transacting end and 
shorted out at the receiving end. The spurts 
ota be aade to ooour at irregular intervals ac¬ 
cording to a never-repeating progran. Both of 
those systeas involve the loss of snail portions 
of the speech, either in the tiae soale or the 
frequency scale, 

A systen described in Preliminary Re¬ 
port Ho. 4 Bight be classified as a necking sys¬ 
tem, although it might be better classified 
as a naans of oonaunloating without the enemy's 
knowledge, 

IQ. Vocoder Srstena 

The voeoder systen whioh has been de¬ 
scribed in the Bell Systen Tsshnloal Journal 1 
and the Aoouetioal Society Journal 8 nay be made 
the basis for privaoy systeas of various kinds. 
The system Is shown sohenatioally in figure 22, 
At the transacting end the speeoh is passed 
through a series of band filters, the outputs of 
whioh are individually reotified to fora a fluc¬ 
tuating d-o signal. These signals are individu¬ 
ally nodulated in suoh a way that they oan all 
be sent over a single transmission path. 

At the reoeiving end synthetio speeoh 
is aanufaotured in aooordanoe with the signals 
transmitted over the line. A souroe of noise 
whioh covers the whole frequenoy range is passed 
through a set of band filters sinilar to those 
at the transmitting end. The output of eaoh of 
these filters is oontrolled so that it is the 


sane level as the level of the speeoh in the 
corresponding band at the transmitting end. 

This is aooonplished by separating the signals 
in the various ohannels, deteoting them and us¬ 
ing the results fluctuating d-e to oontrol the 
variable gain anplifiers in their respective 
ohannels. 

The noise is of two types, depending 
on whether a voiced or unvoiced sound is to be 
simulated. For an unvoiced sound, it is a hiss 
like thermal noise. For a voioed sound it is a 
bun which oonsists of a series of harnonios 
covering the whole frequenoy range, A separate 
oarrler is used to transmit inforaation for 
operating this part of the systen, At the trans¬ 
mitting end the pitoh used ty the talker is mea¬ 
sured and this infornation is used to oontrol 
the pitoh of the buss sound. The absenae of a 
pitoh signal switohas the hiss sound into the 
systen, 

This systen by itself, of course, is 
not private, sinoe the enany can build a sinilar 
systen and use the signals to regenerate speech. 
Privacy nust be achieved by operating on the 
channel signals. One method is to permute the 
channels at short intervals according to a 
prearranged progran, Another method is to put 
a TM systen into the line, or into each channel 
separately, A still nore effective nethod of 
this type is to apply a two-dimensional soranble, 
such as was described in an earlier section, to 
the ohannels so that signal elenents are dis¬ 
placed in both tine and frequency. 

11 , Channel tilling Systems 

Thus far, the nethods we have examined 
apply to a single trananiesion path. There is 
another olasa of privaoy systen whioh depends 
on using a nultiplioity of paths. This is, 
of oourse, inefficient if only a single oessege 
is to be transmitted. However, the nethod 
oan be appHed to oases where a nunber of ohan¬ 
nels exist between two points and a nunber of 
messages would normally be transmitted over these 
ohannels sinultaneously. 


1-Bell System Teohnioal Journal Volune XIX, Page 495 Ootober 1940 
2 - Journal Aooustioal Society of Ar.erioa Voluoe 11, Page 169 Ootober 1939 









Figure 22 • Vocoder Systen 


Figure 23 shone one fora of channel 
nixing syetea# Here three channels are shown 
oonneoted to the three segments of a occauta- 
tor* Three brushes on this ooanutator are con¬ 
nected to the outgoing channels which are thereby 
oaused to piok up one ohannel after the other on 
a tine division basis# Bach ohannel contains 
parts of messages froa all three channels# The 
oonautator, of course, is too sinple to be very 
effective and would, in practice, be replaced by 
a pernuting switch capable of switching aooord- 
ing to e nore oonplex progrea# One or acre of 
the ohannele nay be filled up with noise or 
spurious speeoh from a recording or other simi¬ 
lar source. 



figure 23 - Channel 
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An analogous systen whioh divides the 
nessages on a frequency basis ia shown in figure 
24* Here each ohanael ia passed through three 
band filters whioh divide the speeoh into sub¬ 
bands, Eaoh of the outgoing channels contains 
subbands fron eaoh of the inooning ohannele. 

To inorease the privacy, a pemuting switch is 
shown whioh rearranges the subbanda on a tine 
division basis. If only one neasage is to be 
transacted the other channels can be filled in 
with noise or spurious speeoh. 



The above examples oover fairly com¬ 
pletely the range of aohenes that night be used 
to soranble speeoh at audio frequencies* In 
subsequent ohapters we will exaaine eaoh system 
fron the deooding standpoint* To facilitate 
reference to the various systens, they are sum¬ 
marised in the attached Table I* This table 
also refers to the plaoes where nethods of de¬ 
coding the various systems are disoueeed. 




Figure £4 * Subband Channel fixing 
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Before discussing the diagnosis of 
speech privacy systems it ehould be pointed out 
that faote concerning the origin of unknown sig- 
nals are often Tory necessary to their corraot 
interpretation. Such things as the frequency, 
strength, and direction of the signals, the lo¬ 
cation and type of receiver, and the manner in 
which the signals were recorded, can be rery 
important pieoes of data* That is why it was 
stated in Chapter I that interceptors should be 
equipped with complete knowledge ct the various 
kinds of radio syataas and transmissions used by 
both aides, including jamming and radar signals 
as well as telegraph and facsimile signals. 

Some of these signals, particularly if transmit¬ 
ted with suppressed oarrier, can give extremely 
puzzling results if demodulated with an ordinary 
radio set. These possibilities should be taken 
into aeoount if signals are found whioh do *aot 
teem to fit into the classes discussed below. 

As stated in Chapter 11, the spectro¬ 
graph is of tremendous assistance in recognising 
the neture of an unknown scrambling system. The 
ear oan usually reoognize the presence of time 
discontinuities. It can also usually recognise 
the peculiar quality which results from band 
shifting systems. The exaot nature of the 
soraable, however, is usually impossible to es¬ 
tablish with the ear. Xven sorutiny of the wave 
fora may yield no clue. The strikingly graphic 
analysis provided by the spectrograph, however, 
usually takes the mystery out of the scrambling 
method immediately. 

Speech privacy systems having frequency 
sub-bands will show horizontal discontinuities or 
boundaries in their speotrograns* Similarly 
systems employing time division will show verti¬ 
cal boundaries. A considerable variety of sys- 
teae display both horizontal and vertical bound¬ 
aries. How to tell these different scrambling 
systems apart is the subjeot of the disoussicn 
and illustrations in this ohapter, 

1. Heaaureaents on Speotrograaa 

Since an important part of the diagno¬ 
sis procedure consists in determining the length 
of time elements and the looation of frequency 
boundaries, let us first examine the procedures 
whereby the time and frequency scales of the 


speotrogroph oan be established. The speotro- 
graph is equipped with a calibrating device 
whioh consists of means for producing a oomplex 
wave rich in harmonics from the 60 oyole power 
supply* Spectrograms of this wave made with 
both the 45 cycle filter and the 300 cycle fil¬ 
ter are shown in figure £5. If the power fre¬ 
quency is known, the horizontal and vertieal 
atriations in these patterns provide the time 
and frequency scales. If the power frequency la 
not known the scales may be established by the 
formulae given in the figure. This involves ad¬ 
ditional measurements with a stop wateh. 

The application of this method to 11 
ko speotrograaa is not explicitly stated in the 
figure. A value of l for this condition oan be 
found by the ease formulae. This eitabliehes the 
time scale for the 11 kc spectrograms. Tor the 
frequency scale the seas pattern is used as for 
the {i.5 ko speotrograaa. However, each hori- 
zontfd etriation is labeled with a frequency ob¬ 
tained by multiplying the normal frequencies by 
the ratio of the two K’e* 

Figure 36 shows how these scales can 
be used to neasure the time and frequency bound¬ 
aries in a soraable. It will be noted that for 
measuring the tine elements speotrograaa made 
with the 300 oyole filter are beat because they 
have sharper time boundaries. Tor measuring 
frequency boundaries the same filter must be 
used as was used in obtaining the eoale. It nay 
be noted here that in present models of the 
spectrograph, the wide filter has a different 
absolute looation than the narrow filter and 
therefore should not be used to estimate the 
frequenoy of components or boundaries. 

2. Illustrations of Scrambled Speech 

3peotrogrftns illustrating a large num¬ 
ber of priveoy system scrambles ere shown in fig¬ 
ures 4? to 67 whioh are segregated at the back 
of this report. In so far as possible, these 
spectrograms were obtained with actual working 
models or systems* In some oases they were made 
with a laboratory setup simulating the systems 
under aorutinjr. In a few oases also the illus¬ 
trations were made by outting up speotrograaa 
and rearranging the parts. It should be noted 
in these latter oases that the boundaries are 
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input 

Below this is s portion of a speotrograa suds with the wide filter. The striatlons 
represent e best note of 120 oyoles. 

At the left is a portion out off and inverted. The fact that the haraonica can be 
lined up in this as well as other shifted positions* illustrates the linearity of the fre¬ 
quency soale. 

At the right is a portion out off and shifted downward by one component. Since they 
are odd haraonlos* the base line will fall exactly between two haraonlcs if it represents 
exactly sero frequency. 

Zf the power frequency is exaotly known* both the tiae soale and the frequency soale 
are determined by the two patterns above. 

If the power frequency is not known* the tiae soale factor can be determined by the 
equation g ■ inches per second* and the frequency by ? » EgS. . 

L ■ Total length of the spectrogram (oircuaferenoe of the recording drua). 

R a number of rotations of the arua in T seconds. 

S * lumber of striatlons in H inches. 


he apeetrograljKde with the narrow fill 
to a special haraonio generator. 


;er shows all the odd haraonlos of the 60-cycle 


Figure 20 - Calibration of Speotrograph 3oales 
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Figure 26 - Tine and Frequency Hoes 





unnaturally olear and sharp baoause in praotioa 
any discontinuity oausaa a transient whioh tends 
to obaoure the true speeoh along the boundaries. 

It Hill be noted that some of the 
spectrograms in the illustrations were made with 
the 46 oyole filter and some with the 300 cyole 
filter depending on what features were to be 
brought out most dearly. The speotrograph with 
Hhioh these illustrations were made was equipped 
with the control oirouits mentioned in Chapter 
II and described in greater detail in Preliminary 
Report No. 27. The illuatrationa ara therefore 
clearer and aharper than those inoluded in Pre¬ 
liminary Report Ho. 25. lurtharnore,a larger 
number of priracy systems are inoluded than in 
the latter report. 

lach of the illuatrationa contains not 
only reproductions of spectrograms, but also 
writtan material describing the features whereby 
the different scrambling systems can be reoog- 
nised. It wae intended that these illustration* 
should be self-contained in so far as possible 
for easy reference. 

It will be noted that in some oases 
the spectrograms alone are not sufficient to 
determine the exaot nature of the soraable. Cer¬ 
tain systems completely destroy the typical har- 
monio structure of ipesoh IsaTing structureless 
patterns which oannot be interpreted. This in¬ 
dicates a distortion of the hots form. 0ns of 
these systems, whioh had a repeating oode and a 
synchronizing pulse, oould be resolved by the 
osoilloaoope as shown in Chapter VI (figure 46). 
Ho general rules, howevsr, oan be given for 
diagnosing this type of system. 

3. Systems Hot Illustrated 

imagination of Table I shone that than 
are a fen scrambling systems Hhioh are not re¬ 
presented in the illustrations. These Hill be 
discussed in the folloning paragraphs. In most 
cases,, the appearance of the epeotrograa pattern 
whioh would result oan be visualized b? analogy 
with other systems. 

The phase reversal system (JL4) will 
produce a soraable indistinguishable free the 
multiplication system (HI) provided the phase 
reversals occur at irregular intervals and about 
as rapidly as the crossovers in the ooding wave 
involved in HI. It is believed, but not known 
for oertain, that they would have to occur about 
that often in order to make spasoh unintelligible. 

The split phase system (A5) involving 
oarriers 90 degrees apart was tried out in the 


laboratory. The output appears just the same as 
if two speeoh channels, or a speech ohannel and 
an interfering noise, were simply superposed 
and than modulated with a single oarrier* 

The stepped displacement system (B2) 
ia rather easy to visualize. There will be time 
boundaries, with two or more disorete conditions 
of displacement. Obviously, there are a great 
number of possible sequences, including the pos¬ 
sibility of some of the conditions consisting of 
invsrtsd displacement. 

The irregular wobbled displacement (B4) 
will of oourse be similar to B3 sxospt that.the 
wobble pattern will not be as siiple. 

The continuously varied reentrant dis¬ 
placement (02) is practically impossible to sim¬ 
ulate artificially es was done with 01. If 01 
is thoroughly understood, however, the appear¬ 
ance of a wobbled instead of stepped reentrant 
condition is not difficult to visualize. 

Hon-rspsatsd cods TDS (IS) will have 
the same general appearanoe as repeated ooda TDS, 
It may or may not have the synchronizing pulse, 
There will of course be no regularity in the 
patterns suoh as was pointad out in 

TDS plus inversion (01) is not diffi¬ 
cult to visualize. Some or all of the elamanta 
might ba invsrtad, as in IS. 

The systems listed in 05 end 06 will 
both show squally spaced time boundaries cor¬ 
responding to the length of the elements. In 
05, the hsraonioa would be spaoed auoh farther 
apart than in normal spasoh, and show greeter 
slopes and ourvaturss, JLiternate elements would 
show rather consistent differences in frequency 
distribution and in ths degree of slops or our- 
vature. In 06, the harmonios would be spaced 
abnormally oloaely, and show very little slope 
or ourvature* Words and spaoea would be very 
long. There would be a horizontal boundary in 
the middle of the band, and the patterns in eaoh 
half would appear like oonplete spectrograms, 
with vowel and consonant structures apparent. 

In both of these systems, if the elements were 
cut apart, they could be rearranged to fora con¬ 
tinuous speeoh with the time and frequency 
scales ooapresaed or expanded from the nornal 
condition (see Chapter VI, Seotion 2). 

Level modulations (H2 and 3) would 
hardly show up in speotrograns beoause of ths 
level compression incorporated in the spectro¬ 
graph. This has been verified experimentally. 






Ia J1 aad 2, if the noise were suffi¬ 
cient to mask the speeoh effectively, the speeoh 
oould not be seen in speotrograas. J3 is easy 
to visualize, as is also J4. If the noise spurts 
are sufficiently dose together, however, they 
nay produoe a pattern like HI. J5, as far as is 
known, exists only on paper. 

In vocoder types of soraabling systems 
the speotrograph would show only the channel sig¬ 
nals, whioh night be either amplitude or fre¬ 
quency nodulated* For this type of scramble, 
osoillograns of the wave fora of eaoh separate 
channel signal provide the best Deans for diag¬ 
nosis and for decoding* A saaple of such osoil- 
lograas, which was obtained froa an aotual 
vocoder syeten, is shown in figure 42 in Chapter 


VI on decoding methods. The various methods of 
soraabling suoh signals {EL, 2, 3, 4) will pro¬ 
duce discontinuities in these traces which are 
easy to visualize. A sample of 15 has not been 
available. 

Channel nixing (L3) oan be done in 
various ways and at various speeds. It will 
not be very easy to reoognize if done rapidly. 

No aotual systems are in use, as far as is known. 

It is felt that the above illustrations, 
and discussions cover the known soraabling meth¬ 
ods fairly thoroughly. It is hoped that with 
their help any syetea whioh night be encountered 
in the future oan be recognised. Decoding, of 
course, is another natter, whioh fores the sub¬ 
ject of the next two ohapters. 
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Beginners in the study of privacy sys¬ 
tems never fail to be amazed at the difficulty 
of scrambling speech sufficiently to destroy the 
intelligence* The ear oan tolerate or even ig¬ 
nore surprising amounts of noise, nonlinearity, 
frequency distortion, displaced components, 
gaps, superpositions, and other forme of inter¬ 
ference* We oan therefore very often obtain 
partial or eren couplets intelligence from a 
priraoy system by partial or imperfeot decoding, 
and this in turn oan often be accomplished by 
operating on the scramble in soae Kay which the 
designer did not contemplate* 

Incidentally, the fact that the ear is 
suoh a good deooding tool in oonbination with 
these nonoryptographio methods makes the produc¬ 
tion of priraoy systems rery difficult* Scramb¬ 
ling eyetene whioh look rery effeotire 6n paper 
sometimes turn out on trial to degrade the intel¬ 
ligibility rery little, although the scrambled 
speeoh usually sounds unpleasant* Host methods 
if they are pushed to the point where they do 
suooeed In hiding the intelligibility are im¬ 
possible to restore with good quality# There 
are in faot rery few speeoh priraoy systems 
whioh aohiere a high degree of priraoy with ac¬ 
ceptable quality* 

These nonoryptographio methods are 
very important, because they may reduce the delay 
in obtaining the intelligence substantially to 
zero, Furthermore, they aay render completely 
futile the most eleborateiy irregular code chang¬ 
ing systems which could be handled only with the 
greatest difficulty by straight oryptographio 
methods. A number of nonoryptographio methods 
are giren below. Sods of them of oourse, result 
in poor quality, but the saving of tine, labor 
and equipment nay be very great, Eaoh of the 
nonoryptographio methods has been given a desig¬ 
nation whioh appears in Tables I and II and at 
the beginning of the following paragraphs in 
whioh they are discussed. These designations 
should not be oonfused with the designations ap¬ 
pearing in the text whioh denote privacy methods* 

1* Captured Set or Functional Equivalent 

£* With many privacy systems all that we 
need in order to listen in is a oaptured set or 
its functional equivalent built from knowledge 
of the scrambling method* An extreme example 


of this is simple inversion, In this case the 
scrambled speeoh is quite unintelligible to di- 
reot listening, but if we know it is inversion, 
we can find the inversion frequency very quickly 
by trial# Another example is the split phase 
system (A5), The phase shifting network in the 
oaptured set could readily be adjusted to demodu¬ 
late either of the two overlapping sidebands, 

fc* Slightly more complicated systems are 
those with a simple program* Again with a cap¬ 
tured set or its equivalent it is usually easy 
to find the program by trial. The only possible 
difficulty is in keeping step with the sending 
end, particularly if there is no synchronising 
pulse* An example of this is a wobbled band 
displacement (B3), If for instance, the wobble 
is sinusoidal, with the frequency and the sweep 
limits known, the problem is to keep in syn¬ 
chronism* In this oooneotion a device might be 
mentioned which is familiar in gun-fire control 
circles, namely "aided tracking". With this 
system ohenges in both frequency and phase are 
made simultaneously. This is illustrated in 
figure £7* Suppose we find ourselves slightly 
out of step with the signal. By rotating the 
adjusting handle forwards or baokwarda we oan 
get back into step. Suppose this adjustment was 
in the forward direction. The faot that we had 
to oatoh up is an indication that the astor is 
slow. Therefore, sone of the motion of the han¬ 
dle required for catching up is used by means of 
gearing to ohange the frequency drivii*; the motor. 
The gear ratios are ohosen to suit the particular 
problem. With this method it is possible to get 



figure 27 - Illustrating Aided Tracking 
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into step with sad stay in step with systems 
such as alternate displacements and regular wob¬ 
bles# 


Conproalae Deoodina Methods 


The cathode outlined in this eeotion 
hare all been tried, at least in the laboratory# 
Their aueoesa, however, naturally dependa to 
sons extent on the switohing rates and similar 
variables# It is possible, therefore, that a 
method might prove unsuccessful against a 
scrambling system whloh seems to be in the sane 
general class as the one that was tried in the 
laboratory. 



figure 28 - Band Shift filter 
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figure 29 - Tariable Band Pass filter 

g# Take for example a system (A2) whioh 
involves inversion about a number of frequencies 
in suooession# If these frequenoies are not too 
far apart we oan choose a single frequency some¬ 
where in the middle range and demodulate the 
whole signal with this one frequenoy. The re¬ 
sulting band will be right side up, but displaoed 
by varying amounts not exceeding half the total 
range. This has been found to be quite intelli¬ 
gible, provided the switohing rate is not too 
high or the range of frequencies too wide. 

k* With some systems it is expedient to 
listen to only a portion of the frequency range 
rather than the whole range. An outstanding ex¬ 
ample of this is the system in whioh the sub¬ 


bands are variously delayed (FI)* Conceivably, 
these delays could constantly be ohanged with 
time aooording to a never repeating program# 
This, however, would be futile beoause with a 
band filter, we need only listen to one of the 
bands, disregarding the others. Unless this 
band is very narrow the intelligibility nay be 
practioally oonplete# Similarly in band split¬ 
ting systems if the switohing is not rapid (Dl) 
we oan follow one of the bands around the fre¬ 
quenoy range# The lowest or second lowest band 
is usually tbs bast# Another example is the 
tone sequenoe (J3); instead of trying to filter 
out one tone at a tins as it ooours, we oan 
leave all the filters in all of the time and 
still hftTe enough epeeoh oocing through to yield 
the intelligence# 

A special oase in whioh the rejection 
of a part of the frequenoy band of the scramble 
makes decoding easier oonosms those systems 
such as AS whioh depend on carrier phase to mix 
and then separate components# There is no phase 
requirement imposed on the demodulating carrier 
unless both sidebands are transmitted# There¬ 
fore, either sideband of such a system may be 
suppressed with a filter, snd the remaining 
sideband demodulated with a carrier of any phase. 
The two signals in the sideband will then be 
simply superposed# 

For purposes suoh as those outlined 
a valuable tool is the band shift filter illus¬ 
trated in figure 28# With this device a band 
of adjustable width can be taken from any por¬ 
tion of the signal frequenoy range (0-3000) and 
relocated in any other portion of the same fre¬ 
quenoy range either straight or inverted. One 
form of band shift filter is described in Pre¬ 
liminary Report No# 11# It conaists essentially 
of a double modulator, suoh as was described in 
Chapter III # , but with a band filter of variable 
width# If the frequenoy location of the band is 
not to be ohanged, the switch in figure 28 
should be in the left-hand position# One form 
of variable band filter is shown in figure 29. 
This tool has also proved useful in oertain other 
systems suoh as the multiplication system (HI) 
and the TDI! system (Bl). 

£• bonetiuea it is expedient to listen to 
a eoranble only part of the tins# Some of the 
simpler coding programs can sometimes be broken 
down in this naaner by trial. For instance, if 
a coding oyole has N elements we oan listen to 
every Nth element an3 make whatever adjustments 
are needed to make this sound natural# ;/e oan 
then listen to the next adjaoent element and 











adjust the ay tea eo that theae elements blend 
properly* This attack applies for instance to 
a system in which several different displace¬ 
ments are used (B2)» A captured set, of course, 
is the easiest way of selecting every Nth ele¬ 
ment because it is usually easy to aake the 
other time elements inoperative* 

£» Another useful deviee is the limiter, 
or peak ohopper* In this same olass is the com¬ 
pressor* These are illustrated in figures 30 
A, g, They all tend to equalise the suoces- 
sive lobes of a oonplex wave* The peak ohopper 
simply chops off any peak which exoeede a cer¬ 
tain instantaneous voltage* The compressor 
operates more gradually and leaves the waves 
well rounded* If straight spssoh is put through 
any of thsse devices, distortion produots are 
generated because the wave form la radically 
modified, It is found, however, that this hint 
of distortion danagea the intelligibility vary 
little* Thsse deviosa should be useful against 
any privacy system in which audden changes of 
level ooour* A good example is the aubband 
level modulation system (H3), A separate lim¬ 
iter or compressor in each of the sub-bands will 
tend to smooth out the level variations and make 
the speech intelligible, 

ft, Another nonlinear devioe ia the recti¬ 
fier, Two forme are shown in figures 31 £ and 
g. The reotifier as used hers should not be 
confused with the deteotor. The latter device 
also rectifies but then it has a time constant 
incorporated in the output circuit whioh tends 


to smooth the output and give the envelope wave. 
The reotifyirg notion which we want here simply 
takes all the negative lobes of the signal and 
turns them over* As in the oase of the limiter, 
straight speech put through a reotifier of this 
type is about 95 per cent intelligible. 

In the privacy system designatedA4 the 
phase of the speeoh signal is reversed at short 
irregular intervals* If this signal is now 
raotified, all the negative lobes will be made 
positive and the resulting wave will be indis¬ 
tinguishable from rectified straight speech ex¬ 
cept for slight discontinuities at the points 
where the reversals oocurred in the privacy sys¬ 
tem* This is illustrated in figure 32* There¬ 
fore, a simple phase reversal system, no natter 



figure 31 - Reotifiera 



Figure 30 - Peak Choppers and Compressor 


Figure 32 - Illustrating Action of Reotifier 
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how irregular* should yield to rectification ex- 
oept that distortion in the transmission process 
tends to ohange the Hate fora and thereby 
degrade the quality of the resulting speech* It 
should be noted that the nultiplication prooesa 
(HI) also results in a phase reversal eTery time 
the coding ware passes through zero. It has 
been found that rectification tends to make this 
kind of soranble more intelligible also* 

X* A very useful nonoryptographio devioe 
is aaperpositicc. For inatsioe, suppose we had 
a three-ohanael nixing system suoh as LI or 2* 

If we ainply listen to all three ohannele sinui- 
taneoualy we will hear three oonTeraations at 
once* or possibly one conversation with two 
noises superposed* Experience has shown that 
under such conditions it is usually easy to con¬ 
centrate on tbs desired ohaanel and ignoro the 
others* 



figure 33 - One Ton of Superposition Deooding 


Another fora of superposition is illus¬ 
trated by the following: Consider a split band 
system (DS) in whioh 6 different codes are used 
in a never-rep eating sequenoe* This would be 
rather difficult to handle by oryptographio 
naans* Suppose* however* we had 6 separate de¬ 
ooding unit*, each set to deoode one of the 6 
codes* If the scrambled signal were fed into 
all 6 of these decoders simultaneously* one of 
then would always have straight speeoh in its 
output* The other 5 would be scrambled* If 
these 6 outputs are all superposed, we will hear 
straight speeoh with 5 scrambles superposed. 

This straight speeoh oan be understood quite 
easily* It will be noted that the unwanted oon- 
ponents in thie kind of superposition are de¬ 
rived fron the wanted oonponenta* and always 
vary in level simultaneously with the wanted 
oonponents; it appears that under these condi¬ 
tions they do not do nuoh damage. 

The split band equipment illustrated 
in figure 11 of Chapter III is adapted for this 
kind of superposition. A multiplicity of cross¬ 


connections is nade from each of the bandpass 
filters to the output modulators whereby each of 
the bands in the signal is placed in the desired 
bands in the output* Steps should be taken of 
course, that these cross-conneotione do not in¬ 
terfere with each other. An amplifier after 
eaoh band filter* for instance* will perfora 
this funotion* Figure 33 illustrates a simpler 
case of superposition applied to a systen using 
£ band shifts (B2), 

It nay be noted hare that superposing 
tiae-dieplaoed elenents does not appear to be 
successful* For instance* if all the segments 
of the commutator in a TDS machine are connected 
to all the pole-pieoeg, the output will be 
straight speech with several scrambles superposed* 
This has been found to be oonpletely unintelli¬ 
gible* 


g* In oertain oases whioh have been mat 
in Projeot 043 the privaoy sets are equipped with 
dials or similar Mans whioh ware intended to 
provide an easy method for obtaining a large 
number of different codes* In sons cases the 
different oodes may not be sufficiently differ¬ 
ent to be mutually private* That is* while 
there may be literally millions of different 
combinations* it aoastinss happens that there are 
thousands of combinations which will decode ma¬ 
terial scrambled with one of the combinations* 
Farious degrees of quality* of course* will re¬ 
sult from these partial or inoorreot decoding 
operations. However* as long as intelligibility 
can bs extracted the codes cannot be considered 
mutually private. In suoh oases it is possible 
with a captured marine to simply manipulate the 
dials systematically or unsystematically and 
listen to the result* When the speeoh begins to 
sound somewhat natural, systematic trials of each 
dial in turn will sonatinas steadily improve the 
quality. Southing of this sort could be done 
with simple IDS systems also* exoept that the 
use of interlaced codes makes this eoawhat nore 
difficult. 


]l* In certain oases where there are a 
large number of codes possible but only a few of 
thee© oodes are good oodes from the standpoint 
of direot listening, it would seen reasonable 
that any code applied to the scrambled signal 
should turn the good code into a poor oode. In 
the 5-band split bend system for inttance, there 
are some 3840 possible oodes but only 12 or so 
are considered really good. Any code in the de¬ 
coding naohine* therefore, should deorease the 
privacy for direot listening. Jhia has been 
tried in the laboratory but has not been pushed 
to the point of determining whether it could 
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oonpete with the superposition method. It is 
mentioned beoause the idea may possibly apply to 
other systems which may be encountered. 

i* A very specialized devioe, whioh ap¬ 
plies to Hire line communication only, should be 
aentioned here beoause it is not very Hell known, 
It distinguishes between the two directions of 
transmission over wires. In the masking privaoy 
system JE, for inatenoe, the dear signal in one 
direotion is cashed by noise sent in the other 
direotion. The devioe illustrated in figure 
34, however, discriminates against the noise, 
allowing the speech to be heard. It requires a 
snail series resistance, whioh is built up by a 
step-up transformer to the line impedanoe. The 
secondary is oonneoted to the other side of the 
line. The direotion of discrimination depends 
on the phasing of the transform: windings. 



figure 34 - Directional Discrimination 


Autonatio Deoodli 


'Whether speeoh is intelligible or un¬ 
intelligible is a purely subjective natter. 
However, the method of making speeoh unintelli¬ 
gible involves making physioal ohanges in the 
speeoh wave. Certain kinds of physioal ohanges 
oan be detected quite readily by objeotive means 
and utilized to undo the soramble automatically. 
Obviously, the most elaborately irregular oode 
program is eonpletely futile if this kind of 
deoodiag oan be applied. 


g. A very simple example of this is shown 
in figure 35. Suppose the system oonsists of 
-uort spurts of noise applied in an irregular 
manner. It has been pointed out that the noise 
must be high in level oonpared to the speeoh in 
order to mask the speeoh. Therefore, if the 
signal is applied to an anplifier deteotor, con¬ 
nected to a relay (or electronic switoh) the 
relay oan be so biased that it operates only on 
the noise spurts. The reoeiver is momentarily 
disoonneoted from the line whenever a noise spurt 



figure 35 - Autonatio Deoodiag - Total Energy 

ooours. The same method oan be used for level 
modulation systems (HE and HS). Instead of 
disconnecting the reoeiver, the high level por¬ 
tions of the signal oause the receiver to be 
oonneoted to a parallel path containing the re¬ 
quired amount of loas to equalize the leTele. 

In the oaee of subbanl level modulation, (H3) 
of oourse, a separate device of this type nust 
be used in eaoh subband. 

fc. The system just desoribed operates on 
a total energy basis. Sonatinas it is possible 
to obtain a switching cignal on the basis of 
energy frequency distribution. Consider for in¬ 
stance, the system using two different displace¬ 
ments (BE). The alternate positions of the 
speech band are illustrated in figure 36. In 
one position, the band is right side up and oo- 
oupiss the range from E to 5 ko, The alternate 
position is inverted occupying the range from 
3 to 6 ko. Sinoe most of the energy in the 
speeoh band is concentrated in the low frequency 
part of the original spectrum moat of the time, 
the system illustrated in figure 37 oan be used 
to decode this material automatically. The sig¬ 
nal is applied to two band filters, one oovering 
the range E to 3 ko, the other passing 5 to 6 ko. 
The outputs of these band filters are rectified 
individually and fed to the two windings of a 
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Figure 36 - Sidebands in Two Position 
Displacement System 


37 








figure 37 - Automatic Deoodiag-Energy, 
Trequenoy Distribution 

polar relay. Obviously, the rslative energy in 
the 2 band filters will be different for the 2 
displacements and the relay in figure 37 will be 
operated alternately in the £ direotions thereby 
automatically oonneoting the proper earrier to 
the input nodulator in figure 33 to put the 
epeeoh band in it* normal poeition. Obviously, 
thia will not be infallible but with diaplaoe> 
■ante aa different aa the onee used in the illus- 
tration, it should operate sufficiently well to 
yield Boat of the intelligence of the aeaaage. 
Naturally, the smaller the physioal difference 
between the 2 positions being distinguished, the 
eore false operations there will be, However, 
this method is instantaneous even with an irreg¬ 
ularly switched system, whereas oryptographio 
methods would be very time-consuming, 

p. Another variation of this general 
teohnique night be mentioned for the sake of com¬ 
pleteness although it is sonewhat sore specula¬ 
tive, Consider a privacy system whloh depends on 
speed ohenges (74), Changes in speed oause 
ohanges in the pitoh of the voice. Suppose we 
apply this signal to a oirouit whioh neasures 
the voice pitoh. This technique has been worked 
out in connection with the vocoder. The output 
of this oirouit, which is a varying frequency, 
is used to ohange the speed of a notor. The 
aotor is part of the drive of a nagnetio tape 
recording and reproducing system through whioh 
the signal is passed. As the notor speed is 
made to ohange, the tape speed changes in suoh a 
direction as to tend to keep the derived fre- 
quenoy constant. This takes out not only the 
speed variations, but also the voioe inflections. 
However, a nonotone ia quite intelligible, 

4. The following method, whioh has not 
been tried out, is intended to apply to irregu¬ 
lar band dieplaoeoente or wobbles (B4), whioh 
would be exceedingly diffioult to handle any 


other way. Consider e system in whioh the 
band is kept right side up, but is wdbbled over 
a range auffioient so that demodulation with 
some intermediate oarrier frequenoy will not 
give an intelligible signal. Suppose the wobble 
follows an irregular, nonrepeating program. The 
following decoding method is proposed. 

The signal is impressed on a network 
having'a very steep rising loss charaoteriatio. 
If the speeoh band were not wobbled, this net¬ 
work would simply tend to make the lowest har- 
nonio of all voioed sounds the strongestoeaponsnt 
With the wobble, the same thing will be true ex- 
oept that the level of this oomponsnt will 
undergo severe fluotuatioas. Therefore, the re¬ 
sulting signal is subjeoted to soma form of 
autoaatio volume control and also a limiting 
notion, tending to derive a single frequenoy, 
7orgetting voioe inflections for the moment, this 
derived frequenoy would fluotuata up and down 
(in frequency) in step with the band wobble, In 
fast, it oould be used as a suboarrisr in a dou¬ 
ble modulation decoder to demodulate the signal 
to approximately the oorrsot position in the 
frequency range. It will be in error, however, 
by an aaount equal to the Instantaneous voles 
pitoh. Possibly this amount of error will not 
prevent the signal from being intelligible (we 
know that this aaount of displacement does not 
destroy the intelligence of otherwise normal 
speeoh), 

If it ia desired to oorrsot for this 
error, two methods suggest themselves. One 
possible method is to subtraot from ths derived 
frequenoy, by e modulation prooess, an aaount 
equal to the average pitoh of the voice being 
monitored. This will leave a small fluctuating 
error. Another possibility is to derive ths ae- 
tual instantaneous voioe pit ah, by difference tone 
methods as in the previous seotion, and subtraot 
this amount from the derived suooarrier fre¬ 
quenoy. 

If the displaced band is inverted in¬ 
stead of right side up, a similar prooadura oan 
be uaed, with a network of opposite loss oharao- 
terietias. Obviously, this method in either 
oase will oorreotly demodulate only the voioed 
sounds, but experience suggests that this is 
sufficient. If not, some kind of carryover ef- 
feot might be incorporated in the syetea to pre¬ 
vent sudden ohanges in the suboarrisr frequency, 
and thereby tend to hold over oorreot demodula¬ 
tion for short unvoioed sounds also. As men¬ 
tioned above, this method has not batn tried, 
but is felt to be worth reoording beoause of the 
great difficulty of handling irregularly wobbled 
systems by any other method. 





fi. Another rather speculative automatic 
method might be mentioned because woe fora of 
the method might prove uaeful against oertain 
multiplication systems such as HI. The code 
wave in the particular case encountered, was re¬ 
peated many tinea per second, and there Has a 
synchronizing pulse ahead of eaoh oyole,. If the 
signal is applied to a synchronized oathode ray 
oeoillosoope with a highly persiatent screen, a 
definite pattern appears because the coding Kate 
always passes through zero at the sane tine* 
Also, the speeoh energy tends to average out af~ 
ter a few cycles so that the pattern refleots 
the amplitude of the coding wave. It is quite 
oonoeivable that thie pattern on the eoresa oould 
be soanned optically and used to generate a de¬ 
coding wave for automatically unscrambling the 
signal. Obviously, if the ooding wave is ohanged 
periodically, a new deoodii^ wave ia autonati- 
oally produced. The only requirement is that 
the ooding wave persist long enough to fora an 
average pattern on the aoreen. 

£. Another variation of automatic decod¬ 
ing methods night be termed "parallel automatic* 
beoauae two or more oonplete deooding units are 
used in parallel but only tie oorreot one is ap¬ 
plied to the listening reoeiver. To emphasize 
the difference between this method and the one 
previously disoussed, we will use the sane ex¬ 
ample, namely, the system with two band dis¬ 
placements. Referring to figure 33, suppose 
instead of the parallel modulators, there were 
two complete units in parallel including,the 
band filter, the eeoond modulator and the out¬ 
put filter. One of the units is fed with the 
0 ko oarrier, the other with the 16 ko carrier. 
Bach unit will have straight speeoh in its out¬ 
put half the time, and the other half of the 
time will have inverted speeoh diaplaoed by 1,000 
oycles. A 1,000 oyole low pass filter oan then 
be used in a device similar to figure 37 to 
switch the listener to whichever one of the de¬ 
ooding units has tha straight speeoh. For the 
particular system used in the illustration, there 
does not appear to be any particular advantage of 
one method over the other. However, the latter 
system oan be applied in oases where the other 
method might not be feasible. 

g. The parallel automatic method can be 
made to give a different type of switching sig¬ 
nal. For instance, we might make use of the 
harmonic relationship between the components of 
speeoh when the speech band is in its normal po¬ 
sition. If the voioe pitoh happens to be IOC 
cyoles say, then all the harmonios will be mul¬ 
tiples of 100 oycles. If this speeoh is put 
through a suitable nonlinear system such as a 


rectifier or limiter, difference tones will be 
generated whioh will also be multiples of 100 
oyoles* If, however, the speeoh band is dis¬ 
placed from its normal position in any way, the 
difference tones will not ooinoide with the 
speech components. If, for instance, the whole 
band has been displaced by 50 oyoles, then the 
speeoh components will be 150, £50, 350, eto. 

The difference tones generated by a nonlinear 
system, will be 100, £00, 300, eto. If we now 
tckft a eeoond difference between the output of 
the nonlinear system and the original components, 
there will be generated multiples of 50 oyoles. 
The lowest component of this series will be 
lower than the pitoh of the voice. This will be 
true regardless of how far the original band has 
been shifted, except for the special case where 
the shift happens to be an exact multiple of the 
voioe pitoh. Sinoe, however, the pitoh is con¬ 
stantly varying, this coincidence is of very 
brief duration. Theoretically, at least, a low 
pass filter with a out-off lower than the normal 
range of voice pitoh oan be used as a clue to 
determine whether a speeoh band is in its proper 
location. The method then would oonsist in 
having several decoders in parallel but listen 
only to the one whioh did not generate a compo¬ 
nent in the low pass filter. 

The above illustrations will serve to 
ehow the possibilities of nonoryptographic types 
of attack on privaoy systems. When a new system 
is encountered, this type of attack should be 
given serious consideration beoauae of the sav¬ 
ing in tims and equipment. Naturally, as pointed 
out above, straightforward oryptographio attack 
oan be made to yie^d'a better quality signal. 
However, experience has shown that the ear can 
become familiar with oertain kinds of distortion 
and learn to extraot the intelligence more and 
more readily with practice. 

In general, noncryptographio methods 
require that the signal, as reoeived, be of 
fairly good quality. In some oases, the saving 
in tine, labor, and equipment would be so great 
that if the signal, as received, is too poor to 
permit nonoryptographio attaok, the moat reason¬ 
able thing to do is to move the intercept sta¬ 
tion to get a better signal. 

In Table I, there ia listed for eaoh 
privaoy systen, the type of nonoryptographio at¬ 
taok whioh night apply. It should be emphasized 
once more, however, that the method whioh suc¬ 
ceeds at one switching speed may fail at another. 
The list, therefore, should be taken only as a 
reoonendation of systems whioh should be consid¬ 
ered. The nonoryptographio deooding methods are 
summarized in Table II. 
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A oryptographic decoding method in¬ 
volves*. (1) actually determining a code whioh 
Kill undo the soranble, (2) restoring the speeoh 
by means of this code. In the oase of repeated 
oodes, thia can sonatinas be done rather quiokly. 
An example is the repeated oode IDS system. The 
aotual oodes used o&n be found in about IS min- 
utes. Haring found the oode, we oan set it into 
our reoeiving naohine and thereafter listen to 
the spreoh direotly. In the oase of nonrepeated 
oodes, every bit of the massage nust be handled 
indiridually. It may take a thousand or eren a 
hundred thousand tines as long to deoode as it 
did to speak the words. It may take hours or 
eren days to obtain the intelligence fron a 
short message; meanwhile other messages will 
hare been sent and it is obrioue that we get 
farther and farther behind. The only way we 
oould avoid this is to hare approxinately as 
nany teams working in parallel ae the ratio of 
deooding tins to message time, whioh of oourse 
is inpreotioal if the ratio is large. 

1. Program Determination 

The simplest oasts to handle are those 
iavolring a program whioh oan be determined di¬ 
reotly fron speotrograas by iaapeotion or mea¬ 
surements, The reentrant inveriion syetea (Cl) 
night be used ae an example. Suppose a multipli¬ 
city of displaoeoenta were used in eons irregu¬ 
lar sequenoe. Discontinuities marking the 
inrersion frequencies appear in the speotrograas 
and onoe they hare been determined by measure¬ 
ments on a large number of speotrograas, the 
program can thereafter be determined quite read¬ 
ily by using a template. This template oan be 
narked direotly with the settings of the deood- 
ing naohine whioh will restore the speeoh to 
its normal position. 

Another example involving a program 
would be one like BE, in whioh two different dis¬ 
placements were used alternately, with the inter¬ 
vals irregular in duration. Here the time 
boundaries will be quite apparent and they oan 
be measured with a suitable time soale. 

In all likelihood ohengea of the above 
types will ooour in disorete steps for praotioal 
reasons. The use of a program involving contin¬ 


uous ohanges with time presents formidable teoh- 
nioal difficulties at the authorized as well as 
the unauthorized terminals. 

2. Matching Speotrograas. 

In oases where the scrambling system 
involves rearrangement of the speeoh elements in 
time or in both time and frequenoy, the basio 
method for determining the oodes involves cut¬ 
ting up speotrograas along the eleaent bounda¬ 
ries and rearranging the elements so as to 
restore the straight speech. An exaaple is 
shown in figure 38. The oriterion for rearrang¬ 
ing the elements is that there should be con¬ 
tinuity at the boundaries. This continuity 
includes the position and direction of the indi¬ 
vidual harmonios, the position and dlreotion of 
the resonanoe areas, and, in general, the ampli¬ 
tude as represented by the darkness or lightness 
of the patterns. The please are numbered before 
the matching prooeee begins and when the match¬ 
ing has been completed, the numbers on the 
pieoes determine the oode. 

If the scrambling prooeee Involves in¬ 
version of the time or frequenoy soales, straight 
speeoh oan be restored for matching purposes by 
making two speotrograaa as shown in figure 39. 
Present models of the speotrograph include means 
for making a aeohonioally inverted pattern as 
well as a normal pattern. The spectrogram at 
the top of figure 39 shows a normal pattern. 
Direotly below it is an inverted pattern of the 
same material. A meohanioally inverted pattern 
ie indistinguishable from a pattern produoed by 
eleotrloal inversion of the speeoh. Similarly 
if the whole inverted speotrograa is turned 
through 180*, so that the base line is at the 
bottom and towards the observer, the result is 
indistinguishable from the oase in whioh the 
speeoh is transmitted backwards. Therefore, if 
an element in the eoramble is inverted, it may 
he recovered as straight speeoh for matohing 
purposes by outting the element from the nechan- 
ioally inverted pattern. If an element has been 
tr&nsnitted backwards, it can be restored to nor¬ 
mal by outting it from the inverted pattern and 
rotating it 180* ae desoribed above. If it is 
both baokwarda end inverted, it may be restored 
by outting it from the regular pattern and turn¬ 
ing it around. 
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It has been found from experience that 
matching ia facilitated by enlarging the spec¬ 
trogram* by a faotor of about 2 to 1* Hot only 
is the increased size easier to handle, but the 
heavy photographic paper is much better to han¬ 
dle than the faosinile paper. The latter is 
delicate in texture and its surface is easily 
st mined/ In this oonneotion it should be noted 
that the process of enlarging the epeotrograa* 
does not appreoiably affeot the deooding time in 
the case of nonrepeated oode systems. There 
will, of course, be an initial delay, but in 
general, the matching tine will be controlling, 
Speotrograms can be nade, enlarged, and cut up 
faster than they can be matched* if it le found 
necessary, however, to use spectrograms for 
matching purposes regularly, then it might pay 
to adopt the technique described in Preliminary 
Report Ho, 13 for producing large spectrograms 
photographically. 

To faoilltate natohing, appropriate 
means should be used for handling the olenente. 
It has bean found that a slightly adhesive aur- 
faoe is advantageous. In the illustration of 
figure 38 this surface wee provided by coating 
the boards and also the backs of the elenente 
with ordinary rubber cement. This is also 
the ease in figure 40, This lattor example 
shows a two-dimensional scramble. Horizontal 
strips of rubberised Bristol board were provided 
for matching along the time axis. 

Once a aysten has been thoroughly 
diagnosed oertain nuaerioal properties of the 
coding process will be known* Advantage should 
be taken of this knowledge to supplement and 
cheok the matching process, Examples art given 
in Prelininary Reports ITos, 10, 14, 22 and 26. 

The two exanplea thus far cited of 
speotrogran natohinG were artificially produced 
by cutting up spectrograms of straight speech, 
and the boundaries are therefore olear and sharp. 
In praotioe the tine and frequency boundaries 
will be ob8oured by transients as may be seen in 
the illustrations acconpanying Chapter IV, fre¬ 
quency boundaries are filter cutoffs, and they 
are marred by overlap or underlap and by phase 
distortion, This, however, is not as serious 
as the transients occurring at the time bound¬ 
aries. There is a basio difficulty here, 
arising from the desire to obtain a high degree 
of frequency resolution, which entails the use 
of a narrow scanning filter. The reeponee and 
deoay tine of suoh a filter is appreciable in 
comparison with the elenent length in many 
soranbling systems. The deoay time produces the 


more serious of the two effeote. It oauees 
energy from a strong element to epill over into 
the adjacent following element in the speotro- 
gram. This difficulty is unlikely to oause 
trouble in any application of the spectrograph 
exoept deooding. Therefore, it is felt that 
means for alleviating this difficulty should ba 
reoorded here, A snail amount of exploratory 
work has been done along these lines, but the 
embodiment of this Improvement in a spectrograph 
has not been accomplished because the need was 
not sufficiently pressing in Projeot C-43, 

The basio idea for avoiding the ob- 
aouriag effeots of spillover is to permit the 
spillover to take plaoe in such a way as to be 
eubsequently removable, Tor instance, suppose 
a sample of IDS ware reoorded on the tape and 
suppose the apsotrograph were equipped with a 
suitable switching arrangement suoh that only 
every alternate element was reproduced. The 
spillover from each eleasnt would then oocur in 
a blank area, and it oouid subsequently be trim¬ 
med off, leaving a sharp, dear boundary, A 
seoond*spectrogram oouid then be made of the 
alternate elements, again trimming off the spill¬ 
over, 

A logical extension of this idea, 
which would save some time, would be to have 
two scanning filters and use then alternately by 
suitable switching means. Both the inputs and 
the outputs of the filters would have to be 
switched, and the two switches should be sepa¬ 
rated by the appropriate time delay to take ac¬ 
count of the transmission time through the 
filter, 

A third variation of this idea whioh 
requires less equipment, is to make one spec¬ 
trogram in the usual manner and then make a 
saoond spectrogram with the machine running 
backwards, Tha spillover always occurs into the 
leading edges of the elenente in spectrograms. 
Cutting the first spectrogram in the proper 
places will result in clear, sharp right-hand 
edges on each element, but each left-hand edge 
will be obsoured by spillover, Cutting the sec¬ 
ond speotrogran in the proper places will give 
olear left-hand edges on eaoh element. Uatohea 
could then be nade between elements from the 
normal and backwards spectrograms, in suoh a way 
as to utilise the good edges of the elements. 

In other reepeots it is to be expected 
that the patterns produced by the epeotrograph 
oan be improved. ?or instanoe, studies have 
been nade which show that amplitudes oan be re¬ 
presented in suoh a way that they oan be inter- 
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preted quantitatively, This is an improvement 
over ths rather indefinite shadas of gray in the 
usual epeotrcgrama. Zt would provide another 
oritarion for aatohing, Ia some oases, however, 
this might be a handioap, Tor instance, in IDS 
systems the pole pieoes ire not all of equal ef- 
fioienoy. The amplitudes of adjaoent speeoh 
elements are affeeted by this ohange in effi- 
oienoy and they might not appear to matoh when 
they really should. This condition, of oourse, 
might be aggravated intentionally as part of the 
privaoy feature of the systsm. On the whole, 
however, it looks as though amplitude represen¬ 
tation should be an improvement in deeoding work, 

3. liatohftifl Variable Area Patterns 

Tor some purposes it has been found 
that ware fora patterns offer certain advantages 
over speotrograas, They can be made more rapid¬ 
ly and they can be played bask directly to re¬ 
produce the original speeoh. Intrinsically, 
wave fora patterns are not at good as spectro¬ 
grams for diagnosing frequenoy shifts and the 
like. However, they present the time soales 
more graphically and they are not subject to 
transients at time discontinuities suoh as the 
spillover effeots discussed in the last aeotion, 

The particular type of ware form pat¬ 
tern found most useful was a variable area pat¬ 
tern similar to the sound track used in moving 
piotures. Variable area patterns are more dis¬ 
tinctive to the eye than osoillographio traces. 
They fora geometric designs that catch the eye 
and faoilitate aatohing. The manner of produc¬ 
ing and playing back these patterns is described 
in Preliminary Reports I7os, 1, 7, and 12. An 
example of variable area patterns in process of 
aatohing ia shown in figure 41 takan from 
Preliminary Report No. 28, 

Variable area patterns of this type 
have been found partioularly good for deooding 
TDS systems, espeoially repeated oode eyetena. 

It will be noted that asplitudea are dearly 
represented in these patterns. By aatohing a 
multiplicity of oycles of a rapeating code sys¬ 
tem simultaneously, it is possible to take ad¬ 
vantage of this amplitude repreaentation even 
though the wave form itself might be obsoured by 
other feature! of the privaoy system. For in¬ 
stance, the use of split band ooding was onoa 
proposed to inorease ths privaoy of TDS syatens. 
This oonblnation would be nuoh more private than 
plain TDS if judged on the baaie of catohing 
speotrograas, partioularly if the split band 
oodes were rapidly switohed at intervals not 


simply related to the TDS elements. Ho diffi¬ 
culty, however, was found-in matching the varia¬ 
ble area patterns to find the TDS code, This 
is dasoribad in Preliminary Report Ho. 19. This 
report also deaoribas a aoheme for nullifying 
the effeot of split band ooding on the wave fora. 
This oonaiata of modulating all the frequency 
bands down into one frequanoy band. Changes 
in the split band cods will than have no effect 
on the wave form of patterns produced in this 
manner. 

It was also proposed at ons time that 
the use of a whisper or monotoms instead of nor¬ 
mally inf looted spseoh would inorease the pri¬ 
vaoy of TDS systems. Again this is trus in 
terms of speotrograas, but it was found that 
variable area patterns oould bs matohsd almost 
as easily for whispered speech as for normal 
speeoh, and with the aonotons it was actually 
easier. This is dssoribsd in Preliminary Report 
Ho. 16. 

Another feature of the variable ares 
patterns whieh might be useful is tbst tbs pat¬ 
terns have characteristic shapes, Usually they 
look liks a ssrist of damped oscillations with 
the highest amplitude at the beginning of each 
fundamental period. This should enable ths 
recognition of eases in which spsseh is trans- 
mittid backwards. Ths oharaeteristio periodicity 
of the patterns might also bt used to raeognits 
whethsr a frequency band is ia its proper loca¬ 
tion. 

Toward ths and of projeot C-43 it earns 
to be reoognissd that there would bs consider¬ 
able advantage in uiing a compressor in tha pro¬ 
duction of variable area patterns. This tends 
to bring out low level sounds. The distortion 
of the wave forme resultli« from lnatantaneous 
compression is lanaterlal if they are to be ussd 
only for matching. This, kind of compression, 
however, should be sharply distinguished from 
autoaatio volume control action. The letter is 
relatively slow noting and it Is obvious that in 
TDS eysteas, for inatanee, it would alter the 
amplitudes of certain elegante in suoh a way aa 
to nake natohea impossible, 

4. Hatohing OaoiUograma 

It was stated in tha previous aeotion 
that osoillographio traoes oould bs used instead 
of variable area patterns, although in general 
there will be a disadvantage. There ia one type 
of privaoy system, however, for which oaoillo- 
graphio traoes are required, namely, voooder 
systems. Tha signals in vocoder ehannels are 










essentially fluctuating d-e signals after they 
are modulated down to their noraal frequency lo¬ 
cation. They oan best be exaainsd in the fora 
of osoillographio traeea. figure 42 ahows a aet 
of undiatorted voooder channel signals, It will 
be noted that there is n tendenoy for the eapli- 
tudes to vary simultaneously in the several 
traeks. It has been found that if the aignala 
in the various ohennels are permuted, even with 
the sharp edges resulting fron artificially pro¬ 
duced soraables, the number of aisaatohes tends 
to be about 40 peroant. This asans that a vooo- 
der syeten with its channels perauted at short 
intervale provides a rather diffioult privaoy 
systea to decode. 

It has been found that ooapression 
enhanoes the value of osoillographio traoes of 
this type. Without oospression the lower amfcli- 
tudes are obsoured by the width of the traoes. 
Instantaneous oospression makes ohanges in tbs ■ 
aagnltude or direotion of the traoes apparent in 
the lower level sounds. The patterns shown in 
figure 42 were produced in this aanner. 


In the following aethods a visual in- 
dloatlon is obtained denoting which of several 
possible ohoioes puts the speech elenents la 
their proper order. These aethods, of course, 
are applioable only to eases where the possible 
number of ohoioes is not overwhelnlngly great. 

A natural exeaple of a visual iadioatlon oeours 
in the illustration of TDS in figure 59. When¬ 
ever two originally adjaoent spesoh elenents re¬ 
main adjaoent in the soraable the two elenents 
are not separated by a tine boundary in the speo- 
trograa. Elenents whioh do not belong in adja¬ 
oent positions have a boundary resulting fron 
discontinuities in the haraonios and fron spill¬ 
over effeots. The abaenoe of a time boundary 
oan be taken as an indioation that the two adja¬ 
oent elenents belong together. To aake use of 
this effeot the following prooedure is suggested. 
Reoord a sample of the soraable on a loop of 
tape. Reproduoe this saaple through a TDS 
saohine and aake a speotrograa, noting any ad- 
jaoenoles whioh ooour. Change the oode in the 
TDS aaohlne and aake another speotrograa again 
noting adjaoenoies. A systeaatio set of oodes 
should be worked out in advanoe whioh explore 
all the possible ooabinatlons of elenents. At 
the end of suoh a oyole of operations it should 
be possible to plaoe a large percentage of the 
elements oorreotly. This oan be applied to non- 
repeated or repeated oode TDS. 


A variation of this method, whioh has 
been suggested but not tried and whioh should be 
aueh faster, is as follows: Reproduce the re¬ 
corded saaple through a low-pass filter, say 
2500 oyoles. Pass it through a TD8 aaohine and 
then through a high-pass filter with the saae 
out-off, View the output of the high-pass fil¬ 
ter on a eathode ray oselllosoope whose sweep is 
synchronised with the TDS oycle. Transients 
will ooour at the boundaries of eluents which 
do not belong together. These will generate fre¬ 
quencies higher than the cut-off of the high- 
pass filter and will appear as pulses on the 
soope. The absenoe of e transient will indieate 
either that the elements belong together or that 
no energy was present. Again a systeaatio oyole 
of oodes should plaoe most of the elements oor¬ 
reotly. 

Another exuple of the indieator meth¬ 
od is the following: Suppose in a split band D2 
systea 6 known oodes are used in an Irregular 
sequenee, and it is desired to determine the se¬ 
quence, The following procedure is suggested: 
Reoord a saaple and reproduce it through a de¬ 
coding aaohine equipped with one of the proper 
deoodas, and aake a speotrograa. Certain ele¬ 
ments in the speotrograa will be seen to be nor¬ 
mal speech. These elenents, of course, are the 
ones to whioh the particular code applies, It 
is aueh easier to determine whether a particular 
element ooasists of straight or scrubled speech, 
than to deterainc which particular code was used. 
Repeat this prooedure with each of the other 
five oodes. Sash element can thereby be iden¬ 
tified with a particular oode, 

A variation of this prooedure, whioh 
should give more positive results, is as follows. 
The output of the deeoding aaohine used as above 
is reotified before making the speotrograa. 
Rectifying normal apeeoh does not add inharmonic 
ooaponents, whereas Testifying spesoh whioh con¬ 
tains band shifts results in inharnonio ooapo¬ 
nents. This is illustrated in figure 45. The 
upper speotrograa shows reotified straight 
spesoh. This looks perfeotly noraal exoept that 
the frequenoy range is somewhat more completely 
oovered with haraonios than is the ease in nor¬ 
aal speeoh. The seoond speotrograa shows a se- 
quenoe of split band soraables. The third 
speotrograa shows a similar saaple reotified, 
with none of the eleaents decoded. Reotifying 
the undeooded eleaents results in a ooaplete 
saner in the speotrograa compared to the reoti¬ 
fied straight speeoh. Properly deooded eleaents 
will stand out sore olearly against the back¬ 
ground of reotified soraabled speeoh. 
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Figure 43 - Shoving Effect of Beatification on 3oml and Band Shifted Speech 

















i 


APPLICATION TO SPLIT SANO MCOOING 



ftPt ICW ON TAPI 


PPOM TO 


ftKSULTlNO PATTIPN 


COM ftWITCHINO POINT! 




Figur* 44 - Band Shift Deteotor 


Another variation of the indioator 
method was touohed upon in Chapter T* It oon- 
iiitt in subjecting the scrambled spaooh to a 
nonlinear device or devioes in sueh a way as to 
obtain difference tones between the components. 

In nonal speeeh, in whioh all eonponents are 
harmonically related, there will be no differ¬ 
ence tone lower than the pitch of the roioe. In 
soranbled speech the components are not harmon¬ 
ically related and there will be differenoe tones 
lower than the pitch of the voice* The output 
of a 100-cyole low-pass filter therefore, oan 
be used to indioate whether a band of speeoh is 
in its proper frequency looation or not* This 
is illustrated in figure 44A. The importance of 
this method lies in the faot that eaoh frequent 
band oan be examined separately* It sight there¬ 
fore be used to determine for eaoh element in a 
2 dimensional soraable whioh frequency band it 
oame from* 

figure 44B shows how eaoh band oan be 
lifted out of the soraable and plaoed in eaoh of 
the 5 possible positions either straight or in- 
rarted. The speotrograph night be used to speed 
up the analysis prooess as .illustrated in figure 


figure 45 - Adaptation of Speotrograph for 
Decoding Switched Split Band Soraable 

45* The output of the lov-pass filter is fed 
to the larking amplifier* Whenever the output 
of the low-pass filter is ssro thsrs will bs no 
n&rk produoed on the paper* Whanevar thsrs is 
an output a mark will be produced* The proce¬ 
dure would then be as follows: Set oscillator 
fl at one value and then set oeoillator f2 suc¬ 
cessively at eaoh of its 10 values (or 5 if 
inversion is not required)* Bapeat with osoil- 
lator fl at eaoh of ita other 5 values, for 
eaoh of these 50 settings allow the speotro¬ 
graph drum to rotate 2 or 3 tiies with a faw 
blank rotations between each setting. The traces 
on the drum will then look something like the 
drawing* The tine axis is as usual disposed 
lengthwise* If all the traces in a given tiae 
interval are blank it is presumed that this 
represents a silent interval* Single blank in¬ 
tervals in otherwise continuous a&rks indicate 
that these settings were the oorreot ones* If 
none of the narks for a particular elenent are 
blank the indications are that at that particu¬ 
lar nouent a consonant ooourrad which of course 
is conposed of inharmonic components* This sys- 
ten has not aotually bean tried in thia complete 
form but enough work has been done to show that 
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it is possible to aake use of tbs prssesos of 
iaharaonio components in soas suoh asnnsr. It 
appears therefore that a substantial fraotion of 
ths elements ia a 2-diaeneional sorembls aight 
be identified as to frequanoy loaation. 

One other possibility of this type 
night be Mentioned* Variable area patterns of 
vowel sounds hare eharaoteristio configurations. 
These aonfigurations depend on their haraonio 
struoture, and a disturbanoe of this struotuire 
should change these patterns ia a reoognisable 
aannsr. Tor instance, if ths ooaponents are 
inharaonio there will be no periodioity at the 
fundaaental pitah rata. It night therefore be 
possible to use variable area patterns, which 
a an be produced nuah nore rapidly than apeo- 
trograna, as indicators along the lines of the 
above disoussion. 


olieation to Table I 


In this aeotion we will examine the 
application of oryptographio methods to ths 
spsoifia scranbling systena listed in Table I. 
In this table the systena whioh aight require 
oryptographio attaote art indicated by a refer* 
cnee to a page in this section. The following 
paragraph numbers refer to privacy systena in 
Table I. 


Ad. Among ths systena listed under single 
modulation the only ona that night rsqulrs oryp¬ 
tographio treatment ia tha phase reversal systen. 
This system is s special oase of tha aultiplioa- 
tion systen whioh will be treated later. 


B4. 02. Among the double and triple modu¬ 
lation systena, tbs irregular continuous 
displacements have not been handled by non- 
oryptographio methods. It might be necessary 
to amice s continuous series of speotrogrsms to 
detemina ths displacements as a funotlon of 
tins. This sight sons day be dons continuously 
and instantansoualy, in which case oonpenaatinj 
frequency ohanges sight bs cads continuously by 
hand to decode the material. 


Dl, D2. Anong the bend splitting syeteas, 
ths fixed or slowly switched oodss can bs 
solved by inspection as disoussed in Chapter 17 
on diagnosis. If the oode is rapidly switched, 
however, single elements seldoi oontain suffi¬ 
cient information to determine the codes. If 
tha switsfiing sequence is a repeated aequsnos, 
it amy be worthwhile for the aake of quality to 
deteraine the eequenoe and get in step with it. 
In thle oase the methods desoribed in Seotion 
6 above should be of assistance. If the 
switching sequence is never repeated the indi¬ 


cated non-oryptographio methods appear most 
reasonable, 

T2, 73, IDS systems yield very poorly to 
non-oryptographio attaek. Tor repeated oods 
systems, however, ths oods can readily bs de¬ 
termined by matching either spectrograms or 
variable arse patterns, taking advantage of ths 
numerical properties of ths oodss. These meth¬ 
ods are oovered in Preliminary Report Ho, 14. 
Nonrepaated oods systems, however, have thus far 
been found exceedingly difficult to handle, 
although ths methods of Sections 2, 8 and 6 
above apply, Xfforts in this direction art 
desoribed in Preliminary Heport lo. 26, 

74. Speed variations, aooording to sobs 
preliminary laboratory tests, are ratnsr ineffec¬ 
tive in Basking ths intelligence of speeoh un¬ 
less ths variations are exceedingly wide and 
rapid. Technical difficulties than beooae so 
great that this appears to be an unlikely pri- 
vaoy system by itself. Small variations in 
spaed, however, might bs used to make spectro¬ 
grams of IDS systems mors difficult to matoh, 
la this oase, howsvar, it will ba unnecessary to 
determine the speed variation program if the IDS 
soranbls can bs removed. 

01, 02, 03. Combinations of TOO and fre- 
qusnoy soraablss arm interesting from ths 
oryptographio standpoint. Since repeated oods 
IDS systems were found ossy to break, it was 
proposed to add various forma of split band 
soraablas. It was argued that ths continuously 
ohanging frequanoy soraablss would alter tha 
shapes of variable area patterns so that they 
oould not b" natohed. furthermore ths ohanging 
frequanoy soraablss would make spsctrogrsas un¬ 
suitable for matching, ospeeially if the split 
band oodss wars switohed noneysohronously 
ooapared with ths IDS boundaries, Xteh time ths 
frequency code woo switohed a ntw vsrtioal bound¬ 
ary would appear in tbs spectrogram, and in com¬ 
bination with ths IDS boundaries ths spsetrograas 
would bs vary severely broken up in the time 
soale. It was found, however, as disoussed in 
Prsllainary Report Ho. 19, that if ths IDS oods 
is a repeated oods ths frequanoy soraablss can 
bs praotioally ignored in matching variable area 
patterns. Having found and removed ths IDS oods 
the remaining frequanoy aoramble can bt solved 
by nonoryptographio asthods. 

In tbs ease of nonrepeatod IDS, how¬ 
ever, the addition of split band ooding would 
increase ths dlffioulty considerably, provided 
that the two ooding syatens do not provide olues 
to eaeh other. The aost promising method for 
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Figure 46 - Illustrating Repeated Code L’ultiplication System 


handling this system appears to be to deternine 
the split band oodea first by the methods of 
Seotion 5 above. If the split band oodea are 
then removed the remaining scramble can be hand¬ 
led ad straight TDS. Another possible method la 
to make Tariable area patterns with all the de¬ 
codes superposed as desoribed in Stotion £f in 
Chapter V. The resulting patterns, however, 
will not ba as satisfactory for aatohing ai pat¬ 
terns of straight apeeoh. 

04. The two-dimensional aoranble oaji be 
handled by matohing speotrograms if a repented 
oode is used. Experiments along these linos are 
desoribed in Preliainary Report I7o. 22. If the 
oode is nonrepeated, however, it would be ex- 
oeedlngly difficult and tioe consuming to h /An¬ 
die by unaided matohing. It would help 
considerably if the original frequency location 
of each element in the scramble oould be deter- 
nined. This night be aooonplished by the methods 
desoribed in Seotion 5* 

* El* Determining the code for nultiplioa- 
tion or phase reversal systems oan be aocon- 
plished quite readily if the oode is repeated at 
sufficiently short intervals. In the one system 
which was met in Projeot C-4-3 (Preliminary Report 
ITo. 18) the oode ware was repeated 100 times per 
seoond. In this oase the scrambled signal oould 
be applied to the rertioal plates of an osoii- 
loscope with the horizontal sweep synchronized 
with the oode oyole. It is obvious that every 
tine whe coding wave passes through zero the 
scrambled signal also passes through zero re¬ 


gardless of ths value of speech signal at the 
moment. If several oyoles of scrambled speech 
material are superposed,therefore, they have the 
appearance shown in the photograph, figure 46. 
The superposed traces show a definite pattern, 
with regions of high and regions of low ampli¬ 
tude, and also sharp indentations, These lat¬ 
ter are the orossover points of the oode wave. 
There is also a marked tendenoy for the peaks to 
ocour alternately above and below the oenter 
line, but the amplitudes of ths peaks are not 
all alike. Dines-the speech amplitudes tend to 
average out over a number of oyoles, the ampli¬ 
tudes of the superposed peaks refleot pretty 
accurately the amplitudes of the coding wave at 
those points. The probable shape of the oodiag 
ware based on this evidence, has been partly 
traoed in* 

It has been found experimentally that 
if only the crossovers of the ooding ware are 
reproduced the spetoh will be intelligibly de¬ 
coded* The deooding ware need not be the reci¬ 
procal of the ooding wave. It o&n be like the 
one drawn in at the right in the photograph. It 
is only neoess&ry, therefore, to generate a wave 
haring its crossovers at the indloated points, 
and reverse the phase of the scrambled signal of 
these points* 

H2, H3. Level modulations by themselves 
are not private, but they might very well be 
used in combination with other systens in an 
attempt to foil the matching of speech patterns* 
The level modulations themselves, however, need 
not be solved cryptographically. 
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Jl. There appears to be so method either 
oryptograpbie or noncryptographio for breaking 
the noise Basking aethod if the noise is predis¬ 
torted, random and sufficiently high in lsvel 
to really mask the speech. These rsquirsments, 
howsvar, make the teahnieal difficulties for 
systen operation rery great and it is unlikely 
that this nethod can be used over radio channels. 
Crooking this systen therefore beooaes a natter 
of solving the noise distorting systen. Project 
C43 has had no experience along these lines. 

XI, K£, 13, K4. Seranbled roooder chan¬ 
nels can theoretically be solved by Batching 
osoillograns. Actually as mentioned in Section 
4 above this procedure is very difficult because 
the ohannels look so nuoh alike. 

LI, Lfl, 14, Channel nixing aystens Mould 
be exceedingly difficult to handle cryptograph- 
ioally if a sufficient nunber of ohannels were 
involved so that non-oryptographio methods Mere 
inapplicable. The only possible nethod of at- 
taok appears to be aatching speotrograns. Since, 
however, about £9 percent of nomel speech con¬ 
sists of pauses, nany of the switoh points will 
ooour in these pauses and it will therefore be 
difficult to establish aontinuity by aatching, 

7, Pctsrniaatlon of the I'essage 

The objeotive of decoding work is us¬ 
ually not to deternine the codes used, but to 
learn the intelligence which was traasaitted un¬ 
der these oodes. In the case of repeated oode 
aystens, the procedure for obtaining intelligence 
is obvious once the oode has been deterained by 
the nethods outlined above. It is only neces¬ 
sary to set this oode into a naohine sinilar to 
that used at the receiving end of the systen 
being conitored,and listen directly to the 
transnitted speech. If the naterial has been 
recorded while the oode was being deternined, 
the rsoorded naterial oan in general be deooded 
in the sane way. 

In the oase of nonrepeated oode sys- 
tens, the detersination of the oode aequenoe 
leaves us in general a long way fron the deter- 
nination of the aessage. Obviously, all the 
naterial must be rsoorded in soranbled fora. It 
is ueoesaary during the process to establish 
tine referenoe points in the soraable, perhaps 
by superposing olioks or spurts of tone during 
the reoording prooess, and referring the oode 
sequences to these points, A deooding naohine 
nust be available, such as the one desorlbed in 
Frelininary Report I7o. 15, whioh is adaptable to 
a variety of ooding systeas. The oode sequenoe 


&u.,t b6 set into this naohine perhaps in the 
fora of a punohed tape. The soranbled nater¬ 
ial nust then be reproduced end fed into the 
naohine, maintaining proper synchronism between 
the reproducing end decoding systems. Obviously, 
this is a very fornidable job. 

There are sobs alternative possibili¬ 
ties whioh nay apply in special easss. In the 
oase of nonrepeated code ICS, for instance, the 
process of aatching variable area patterns has 
aotually restored the specoh in reproduoible 
fora, Variable area patterns can be.played back 
just like the aound tracks used with motion pic¬ 
tures, 

A playback machine of this type is 
dsseribtd in Prslininsry Rsport Xo, IS, The re¬ 
arranged element* are mounted on a atrip of ad¬ 
hesive, and soannad with a light slit and 
photocell. Considarabls noise is oaussd by the 
joints between the separata slamants, but thia 
could ba largely eliminated by a specially de¬ 
signs! squelch eirouit, perhaps controlled by a 
separate light beam and photocell to cut off the 
output wherever a joint is pasiing under the 
scanning beam. The first attempt to use this 
dtooding method was unsuooassful, aa discussed 
in Preliminary Rsport Ho. £6, However, there is 
nothing basically wrong with tha method; it sim¬ 
ply needs better execution than it received in 
ths first attempt. 

If ths solution of ths ooding system 
requires spectrograms rather than variable arse 
patterns, it is still theoretically possible to 
play back ths rearranged pisoss, A playback aa- 
ohins for spaotrograaa is desoribsd in Prelim¬ 
inary Report No, 17, This first model requires 
a negative transparency of the spectrogram* I to 
be soannod by a light alit and photocell, with a 
aulti-frequenoy light ohopper interposed ahead 
of the photocell, Again the aethod ie basically 
sound. The experimental aaohlas desoribsd in 
the report needs considerable inproreaent before 
it Hill yield adequate quality for the purpose 
desoribsd aboTe, in order to oTtrooae the dt- 
gradation of quality oauaed by the joints, by 
slight nisplaoemnts of the eleasnts, ,by "spill- 
orer" at the boundaries, eto. furthermore, in 
order to get good patterns for aatching, the 
signal nust be subjected to a rery high degree 
of ooapression, whioh distorts both the tins and 
the frequenoy distribution of energy. It nay be 
neoessary to sake one kind of pattern for natoh- 
ing, and another kind for playing baok, as was 
done with the Tariable area patterns desoribsd 
in Preliminary Report No. 26. 
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As a final alternatite, it is poasibl* 
to learn to read speeoh spectrograms by visual 
inspection. Theoretically, therefore, the rear¬ 
ranged epaotrograms night yield the message di¬ 
rectly. Here again, however, the boundary 
distortion will iaoreaae the difficulty of read¬ 
ing the patterns. It has also been found that 
the beat patterns for natohing are not the- best 
for reading, and it may be neoeaaary to make two 


sets of patterns. However, since spectrograms 
hare been continually inproving, the possibility 
of Tisually determining -the intelligence from 
rearranged speotrograas must be listed as a dis- 
tinot possibility*,and one whioh, if it is feasi¬ 
ble, is the noat general of all aethods sinoe 
the basio pxooedure is the sane for all of the 
sorambling methods whioh can be handled in this 
manner. 
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The material in the foregoing chapters 
ie intended to he useful not only for possible 
interseption end decoding of soranbled messages, 
but also to aid in the production of new privaoy 
systems, and to estimate the degree of seourity 
whioh we might ezpeot to obtain fron these or 
other systens. Experience has bhown that there 
is a strong tsndanoy to underastimate ths seou¬ 
rity or military ralue of a given privaoy system 
as soon as laboratory studies have indicated 
that ths systan oan be oraoked, In this ohapter, 
therefore, an attempt will be made to point out 
the great difference between what might be 
termed theoretical or laboratory evaluation and 
practical or field evaluation. In order to 
balanoe ths effect of the previous chapters this 
one is written from the standpoint, not of the 
man interested in decoding a system, but of the 
man interested in getting a praotloal privacy 
system into use in the field, 

1. Qraoki&g Tine 

The objective of a laboratory study of 
a privaoy system is to obtain sons kind of quan¬ 
titative measure of the time or effort required 
to decode the system, The questions are , *How 
long does it take to determine the code, and how 
much equipnent and how many people are required?" 
In general the procedure is to aequirs a pair of 
actual models of the system under sorutiny, Ths 
ooding and deooding processes are studied in de¬ 
tail possibly with the aid of nathenatioal anal¬ 
ysis to deteraine whether there are any weaknesses 
or any oharaoteristies of the coding prooess of 
whioh advantage might be taken to assist in the 
oraoking prooess. Possibly a nonoryptographio 
method will be found to apply, In this ease the 
oraoking time reduces substantially to tero, If 
nonoryptographio methods are not applicable, 
available cryptographio iools and methods are 
brought to bear. Usually a new eoraabling sys¬ 
tem will require modifications or changes in the 
existing tools or techniques. Possibly the basio 
methods oan be improved for use against this 
partioular system, or possibly new nethods oan 
be devised. Presumably after all this develop¬ 
ment work the projeot personnel will have beoone 
skilled in the art of decoding this partioular 
system. The oraoking tine oan then be determined 
quantitatively, perhaps with estimates as to how 
far this may be reduced by further skill. 


In the oase of repeated oode systems, 
the oraoking time determined in the above way 
substantially represents tha total deooding time, 
beoause, as mentioned previously, this oode oan 
be set into a receiving maohino and the message 
obtained direotly. Some additional time might 
be added, however, for determining what was said 
during the time that the oode was being deter¬ 
mined. 

The prootdure outlined above is vsry 
well illustrated in the series of Preliminary 
Reports oovsring the development of oraoking 
methods for the 'repeated code TD3 system, They 
inolude mathematical analysis (fTos. 3 and 6), ths 
development cf s new deooding tool (Hoe. 1 and 
7), and the rsduotion of ths dooeding technique 
to a routine (No. 14). In the cats of the mul¬ 
tiplication system, the chronological steps are 
all listed in one report (No, 16), 

Too often the cracking time, es de¬ 
termined above, is quoted without qualification 
to desoribe the security of a system. It is, 
cf course, usually understood that the use of 
this figure involves the followiug assumptions: 
(1) that the enemy knows all about the eoiing 
system (S) that he is equipped with an adequate 
supply of the naohlnes (our own models may still 
be far from the production stage) (3) that he 
has developed tha same decoding tools and tech¬ 
niques that we have (some of our tools may be 
entirely new and saoret) (4) he is equipped with 
an adequate supply of the decoding tools, (5) he 
hae trained men in their use, and (3) ha la in a 
position to reoeive a good signal free of inter- 
ferenoe. Such assumptions eertainly represent 
an axtreme possibility, Experience has shown 
that there ie a strong tendenoy to forget just 
how extreme a oondltion euoh assumptions repre¬ 
sent, Even if the assumptions are valid there 
are still other faotors whioh affeot the mili¬ 
tary value of a privaoy aysten as will be die* 
ouseed in a subsequent seotion. 

2. Nonreneated Code Systems 

If the oode ie ohanged periodically 
it may be neoessary to have several deooding 
teens working in parallel in order to keep up 
with the transmitted naterial, aa was mentioned 
in the previous ohapter. The number of teams 
whioh will be required depends on the felaWaa 
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between the intervals of the oode oh&ngee and 
the oraoking time. No particular difficulty 
praaanta itself ia expressing the deooding ef¬ 
fort uadar thaaa ooaditioaa ia terns of aaa 
houra. The evaluation la oonplioated, however, 
by tha aaoeaaity for additioaai equipment, aot 
oaly for deooding but for recording. 

Ia tha oaaa of noarepaated ooda aya- 
teoa, tha oraoking tiaa for any given portion of 
a message will ia gaaaral be long ooapared to 
the duration of that portion of the message. 
Every portion of tha message auet be oraokad in¬ 
dividually, and tha deooding effort can be ex- 
praaaad as a ratio of deooding tiaa to nonage 
tine. This ratio may ba 1,000 or 100,000 to 1, 
that Is, saoh ssooad of nbssags will take 1,000 
or 100,000 seeonda to decode, Conversely it 
would require 1,000 or 100,000 teams to keep up 
with tha aessages as they are spoken, 

Thia kind of evaluation is somewhat 
uasatisfaotory, baeause the length of tiaa it 
will taka the enemy to detarnine tha intalliganoa 
in a partioular santsnsa whioh night carry mili¬ 
tary information will depend on whsthar or not 
ha ia at tha moment working on this sentence or 
whether ha is wasting his tiaa decoding previous 
material which ml^ht contain no information of 
value to him. It has in fact bean proposed that 
tha security of such high-privacy systems could 
ba materially enhanced by keeping the circuit 
100 per cent busy with all kinds of material, 

' possibly even from recordings, making certain 
that the enemy has no way of determining when 
the oirouit is being used for passing important 
information! As in the ease of nonrapsatcd code 
systems, it seens a bit unrealistic in evaluating 
such a system to assume that the enemy will seise 
upon the few seconds of message time which are 
important, and to compute the length of time it - 
will take hin to decode that portion of the mes¬ 
sage. 

8. Oode Analysis 

liany sohemes have been proposed for 
generating everohanging oodes by a combination 
of short oyoles geared together in suoh a way 
that the nuaber of elements in the oycle is the 
product of the number of elements in the indivi¬ 
dual oyoles. One sohene is to use odd ratios, 
suoh as 99 to 100, so that the oode oyole will 
not repeat until the smaller wheel has made 100 
revolutions. In other word* there are 9,900 
steps in the oode oyole before it repeats. 

Another soheme is the oyoloneter type in whioh 
one wheel rotates one step for eaoh revolution 
of another wheel. Again the total oyole is 


the produot of the number of steps on the indi¬ 
vidual wheels, 

Suoh sohemes ehould be distinguished 
from truly nonrepeating oodes, beeause wherever 
oyolio processes are used, they are subjeet to 
analysis. This is a matter pertinent to the 
field of oryptanslysis and will aot be disoussed 
here. In general it may be said that the dif¬ 
ficulty of solving suoh long oyoles is not de¬ 
termined by the total length but rather by the 
length of the individual suboyoles. 

Systems designed to produes a long 
eodt sequsnos usually oontain provision for read* 
justing or realigning oertain elements period¬ 
ically or from day to day. Assuming that wa 
know all about the system sxoept the momentary 
sittings, estimates oan usually ha made of tha 
length of time and the number of people it would 
take to determine the unknown setting! by ana¬ 
lysing a given aample of the oode sequence. The 
analyst requires a knowledge of the oode for a 
long sequence of scrambled apeeoh before he can 
begin the work aimed at determining the unknown 
settings. Be must obtain and solve a suffi¬ 
ciently long sample of the scramble by the 
methods outlined in tbs previous chapters and 
then analyte this sequence to obtain the set¬ 
tings, Too frequently the evaluation of a 
coding system is based on the analysing time 
alone whereas the tiaa required for solving or 
unsortmbling a long sequence of scrambled speech 
nay ba overwhelmingly greater than the analysing 
time. In fact if there is no way of solving ths 
oode sequence fra ths scramble alone, then the 
analyst can contribute nothing, and the system 
ia still saerst regardless cf any inherent weak¬ 
ness of the cyclic ooding system, 

A. yield Evaluation 

The continuously ohenging military sit¬ 
uations of modern warfare require rapid mean* of 
communication in order that the required mili¬ 
tary actions can be taken, Obviously a perfectly 
seoure cpcech privacy system is of no military 
value if it requires so much time for encoding 
and decoding that it slows up tbs communication 
system to tha point whore appropriate steps oan- 
not be taken when needed. Obviously also a 
oraoldng system is of no value if it is too slow 
to permit eounter measures to be taken aoeordlng 
to tha intercepted intelligence, for certain 
purposes 15 minutes or even 5 minutes oraoking 
time is luoh too slow. Where this is true, e 
privaoy system giving IS minutes or S minutes 
privaoy is just as good as one with an hour's 
eeourity. This is important beoauaa systems 
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whioh afford a few minutes of privaoy uan be 
produced in portable for*, wheraaa tboee pro- 
Tiding longer privaoy, at the present writing 
oannot, 

Oonaider alto the equipment and train¬ 
ed personnel required for deooding interoepted 
communications, Is a speoifio example, the 
small 03 unit required about 13 minutes for de¬ 
coding but it required a van-load of highly 
specialised equipment as described in Preliminary 
Report Bo, 24. Suppose the small portable OS 
unit were used ia nany planes and tanks and other 
mobile equipment that required some privacy, 
Suppose also that different oodes ware used 
within different groups of units and that the 
oodes were changed at some reasonable interval. 
Would it be worth the enemy's while to provide 
enough deooding equipment and enough trained 
personnel to follow these units around end de- 
oode their messages? If it is not worth his 
while, then units rated as low in privacy may 
provide high grade privacy under such conditions, 

Obviously the foregoing does not apply 
if the units are used to convey messages between 
the higher eohelone of oonaand. In auoh oases 
ths massages have a longer term significance to 
the enemy, and ha oan ufford to devote consider¬ 


able time and equipment to intercepting and de¬ 
ooding them. 

Advantage might also be taken of the 
element of surprise. Suppose we suddenly 
introduce in the field t low-grade privaoy sys¬ 
tem in large quantities. Bow long would it take 
before the enemy diagnosed the system, developed 
a decoding method, msnufasturad resolving seta 
of the proper type and also decoding equipment, 
distributed these where needed and organised and 
trained personnel to use them? Until he has 
done these things the units provide oomplete 
seoreoy, A different kind of system night then 
be introduced whioh would again provide seoreey 
for a time. 

It is intended in the foregoing simply 
to point out that there are other considerations 
in the evaluation of privaoy systems than the 
time it takes s highly Bpeslallsad group, such 
as ths personnel of C-43, to decode the system 
under the ideal oonditlons of a laboratory, The 
deooding time alone is so often quoted, bsoausi 
it is the only element which man be described 
quantitatively, ’While there is always theoreti¬ 
cal agreement about the existence of the other 
considerations apparently they cannot be pointed 
out too often or too strongly. 





Figtir© 47 — I llustmtiog Lodolation Side bands 



















rigor® 48 - Simple Inreraion 





















Tigur© 49 - Alternate IdToraion 
































































Tigam 52 - Ro antrant Invornion 
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Figaro 53 - Fixed Split Bond Soronblo 



























































Figur* 56 - Tin© Division Bultiplox 



























Figure 58 - Subban da Variously Delayed 






















yigoro 59 - Tim Division Sonusbling (TD3) 
















Figaro 60 - Combination of TDB and Rapidly Sait chad Split Band Scramble 


































Figure 63 - Speed Wobble 













































Tigura 65 - Haitiplication 






















Figure 66 - Tias Division 


















































Figaro 67 - Subband Channel ITidng 
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TABLB-II 

NONORYPTOORAP HIO DECODING METHODS. 


1. Captured Set or Punotional Equivalent 

a. Pixed Condition - find by trial 

b. Simple Program - get into step 

S. Conproaiee Deooding Methods 

a. Intermediate Condition 

b, listen to Portion of Prequenoy Band 
e> Listen Part Tine 

d. Limiter, Peak Chopper, Conpressor 

e, Reotifisr 

f. Superposition 

g> Approximate Code by Trial 

h. "Spoil* Good Code by Reooding 

i, Direotional Diserininator 

Si Autoaatio Deooding 
a. Total Energy 

bi Energy Prequenoy Dietritxition’ 

Oi Pitoh Change Correotor 
di Wobble Correotor 
e. Code Ware Generator 
fi Parallel Autoaatio 

g, Inharaonio Deteotor 


Diagram 

Used by 

Bisoussion 

Pig f 

C-43 

Rege_ 


Tes 

33 

27 , 

Yes 

33 


lea 

34 

28 and £9 

Yes 

34 



34 

30 A,B,0 


35 

31 A,B, and 32 

Yes 

35 

33 

Yes 

36 


Yes 

36 


Yes 

36 

34 

No 

37 

35 

Yes 

37 

36 and 37 

no 

37 


No 

38 


No 

38 


No 

39 


No 

39 


No 

39 
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